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Privacy by Design (“PbD”)

* How can legal principles affect the design process?
* How did PbD develop as a concept?

* How is PbD implemented in the Draft General Data Protection

Regulation?
* What does PbD mean for the design process?
 Example I: Cloud computing

 Example II: Biometric Processing
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How can legal principles affect the design process?

* Legal principles often have an impact on the way technology is
designed. Software designers should look for specifications that
reduce the impact of the technology on privacy.

E.g.: Anonymous Navigo (Paris metro pass).

* Technology can also influence how the Law is applied, what it is
possible to do in terms of data processing: “Code is Law” (Lessig,
2000)

E.g.: FB default settings with regard to public information. When created,
FB’s users could decide to make all their information private. Now, users
are forced to make their names, the pages they like public.
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What does PbD mean for the design process?

A generic design process could be described as follows:

System

developer

System

specifications

End product/ service :m
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Privay by Design: the
development of a

concept
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In Europe: Privacy Enhancing Technologies

To protect the

From Directive 95/46/EC... fundamental
right to
S o _ privacy, the EC
* Data minimisation principle (Article 6.1 (b) & c): introduced

obligations of
data
controllers on
the basis of
privacy
principles.

* Obligation to security (Article 17 & Recital 61)
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In Europe: Privacy Enhancing Technologies

data minimisation principle: ‘personal data must be "collected for
specified, explicit and legitimate purposes” and must be "adequate,
relevant and not excessive in relation to the purposes for which they
are collected and/or further processed”

obligation to security: “appropriate technical and organizational

measures”, “at the time of the design...and at the time of the processing”
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In Europe: Privacy Enhancing Technologies

... to Privacy Enhancing Technologies (“PETs”)

* Some DPAs in the EU (Netherlands) started referring to PETs as a tool to
ensure compliant data processing in the 90s. It was perceived as a way to
apply in practice the principle of data minimisation.

* Internationally, the Information and Privacy Commissioner of Ontario,
Canada has extensively worked on the concept.

* Underlying assumption: Privacy as confidentiality
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In Europe: Privacy Enhancing Technologies

PETs: a coherent system of ICT measures that protects
privacy by eliminating or reducing personal data or by

preventing unnecessary and/or undesired processing of
personal data, all without losing functionality of the
information systems (European Commission, 2007)

Thus PETs can ensure data minimisation...
E.g.. Google Chrome browser extension Mymail-Crypt
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...it also became clear that PbD can play an important role for enhancing the
rights of the data subject (a priori safeguard).
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In Canada: PbD

The concept of Privacy by Design could be represented as a trilogy
of elements:

Information Technology

Accountable
Business Practices

Physical Design
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In Canada: PbD Principles

The 7 foundational PbD Principles

* Proactive not reactive, preventative not remedial
* Privacy as the default setting

* Privacy Embedded into the Design

* Full functionality — Positive-sum not zero-sum

* End-to-end security — Full lifecycle protection

* Visibility and Transparency — “Keep it open”

* Respect for user privacy — “Keep it user-centric’
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International recognition:
Privacy by deisgn Resolution (2010)

Privacy by Design Resolution, Information and Privacy Commissioners
(2010)

Endorses the 7 foundational prinicples listed by A. Cavoukian
Recognises the benefits of PbD wrt:

* New challenges stemming from technological advances

* Unsufficiency of regulations and policy to fully safeguard privacy
* Growing effects of ICT and large-scale applications to privacy

* The need to consider privacy into the entire information lifecycle

14

KU LEUVEN [(\E

HUB BRUSSEL




SPRIPARE

Draft Data Protection Regulation

Preparatory works

...the law does not in a sufficiently precise way require that ICT is
designed in accordance with the principle of PbD. (EDPS opinion, 2010)

...In order to efficiently implement PbD, there is need to provide for the
principle of "privacy by design" into the data protection legal framework in
different ways: (EDPS opinion, 2010)

* As a general principle
* With provisions in specific legal instruments

* As a guiding principle of the Digital Agenda for Europe
* In Other EU Initiatives
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Draft Data Protection Regulation

Preparatory works

The application of PobD would emphasize the need to implement privacy
enhancing technologies, ‘privacy by default’ settings and the
necessary tools to enable users to better protect their personal data.
(29WP, 2009)

...the Introduction of the general principle of 'privacy by design' as
extension of the current rules on organisational and technical security
measures and the general principle of accountability.. (29WP, 2009)
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Draft Data Protection Regulation

...lo the draft general data protection regulation

“The principle of data protection by Design requires data protection to
be embedded within the entire life cycle fo the technology, from the very
early design, right to its ultimate deployment, use and final disposal’.

(Recital 61)

“The principle of data protection by default requires privacy settings on
services and products which should by default comply with the general
principles of data protection, such as data minimisation and purpose

limitation “ (Recital 61)
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Draft Data Protection Regulation

...lo the draft general data protection regulation
* PbD perceives technology as a regulatory instrument

* PbD approaches potential privacy risks during the processing of data,
but, also, from the very beginning, when the means for the processing

are determined.

* Data controllers’ obligation to ensure and demonstrate accountabllity is
a tool to assist the implementation of PbD. (art. 23 Draft General Data

Protection Regulation).
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Case study |: Cloud computing

Q n Mini-Note
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Case study I: Cloud computing

, ‘f\WEDEH « The Danish municipality, Odense,
‘“"i decided to use Google Apps within

the school system.
DEHMAHE.,
Msﬂm% . Proc_essing of personal d_ata
;';} X tjli required for lesson planning,

assessments of lesson plans and
iIndividual students’ educational
development

* For data security, some
obfuscation or masking method to
be used to make sure that data
would be difficult to read.
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Case study |: Cloud computing
Possible impact on privacy:
« Creation and sharing of documents in the cloud entails risks to the
confidentiality and integrity of personal data. This might lead to

misuse of personal data, identity fraud and theft.

« An appropriate method to ascertain that data will be impossible to
read is necessary.

The municipality sent a notification to the Danish DPA requesting an
advance opinion on its plans.
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Case study I: Cloud computing

The Danish DPA expressed his concerns:

* No serious risk assessment has taken place.
* Data controller has to take appropriate security measures.
* Clarifications on how data confidentiality will be ensured required

* Clarifications whether encryption will be used required. (not clear from
the notification how/ whether the data will be obfuscated/masked).

How could the municipality fulfil this requirement implementing PbD?
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Case study I: Cloud computing

PbD in the Cloud entails:
* Minimise personal information sent and stored in the cloud.

 Data could be encrypted before it is sent to the cloud for processing
(only information for operation of the service revealed)

* All personal or ,at least, sensitive data encrypted. Data is stored in the
cloud, but also while transmitted to end users

* Privacy risks associated with accidental loss or malicious exposure of
data addressed: decryption key required in order to access the data.
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Case study Il: Biometric Processing

Passkontroll
Passport control

Biometric processing takes place in border control in order to
authenticate that the holder of the passport is its rightful owner.
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Case study Il: Biometric Processing

Possible impact on privacy:

Biometric processing entails risks to privacy, such as misuse or
mismanagement of biometric data, tracking, identity theft that harm the
confidentiality and integrity of data.

Is it then legitimate to employ biometric technologies for this purpose?
How can PbD contribute to reduce the impact on privacy?
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Case study Il: Biometric processing

* The processing of biometric data must be based on one of the grounds
of legitimacy provided for in Article 7 of Directive 95/46/EC.

* Fingerprints have been integrated in passports in compliance with the
EU Council Regulation 2252/2004 of 13 December 2004. It is thus a
legal obligation (Art. 7¢)

KU LEUVEN [(\E

HUB BRUSSEL




SPRIPARE

Case study Il: Biometric processing

PbD entails to impose technical measures in the design of the
authentication system:

* No central storage of biometric data.

Art 29WP view: “Any central database would increase the risks of misuse
and misappropriation. It would also intensify the dangers of abuse and
function creep. Finally, it would raise the possibilities of using biometric
identifiers as 'access keys' to various databases, thereby interconnecting data
sets”.

* Adistributed storage (e.g. on a smartcard) is preferred. Biometric data in
data subject’s possession.

* To preserve confidentiality of data appropriate cryptographic
techniques to be employed.
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/ Council Regulation 2252/2004 of 13 December 2004 on standards for security \
features and biometrics in passports and travel documents issued by
Member States
The storage medium shall have sufficient capacity and capability to guarantee the integrity,
the authenticity and the confidentiality of the data. (Art. 1)

Additional technical specifications for passports and travel documents relating to the
following shall be established: [...] technical specifications for the storage medium of the
biometric features and their security, including prevention of unauthorised access (Art. 2b)

The designation of the authorities and bodies authorised to have access to the data
\contained in the storage medium of documents is a matter of national legislation... (RD

4)
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For questions contact us:
Pagona Tsormpatzoudi, Fanny Coudert

{pagona.tsormpatzoudi;fanny.coudert@law.kuleuven.be}

Interdisciplinary Center for Law & ICT/Center for Intellectual Property— KU Leuven
Sint Michielsstraat, 6 — 3000 Leuven - Belgium
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