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PRIPARE Support Action 

PReparing Industry to Privacy-by-
design by supporting its Application in 
REsearch 
 
Mission: 
 Support practice of privacy and 

security-by-design 
 Provide educational material to 

foster risk management culture 
 

European Project 
 Part of FP7 (framework program 7) 
 Oct 13 – Sept 15 
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PReparing  Industry to Privacy-by-design by 
supporting its Application in REsearch 

Today Engineering Practice 

• Privacy-by-design 

• Architecture design 
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Current Status of Privacy-by-Design 

 Legal push 
 Started in the early 90s 

 Ann Cavoukian coined the term 

 Instrument: Privacy Impact Assessment (PIAs) 
 Identify privacy risks and collects evidence that design 

process will identify measures for protection 

 Technical push 
 Mechanisms for “Revealing less” 

 From organisational to technical measures 

 But no consensus today 
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Technical Principles for PdD discussed extensively 

 Privacy-by-architecture vs Privacy-by-policy 
 Spiekermann, Sarah and Cranor, Lorrie Faith, Engineering 

Privacy IEEE Transactions on Software Engineering, Vol. 
35, Nr. 1, 2009 

 Minimisation, Enforcement, Transparency 
 A. Kung, J. Freytag, F. Kargl, Privacy-by-design in ITS 

applications, pp.1-6, 2011 IEEE International Symposium 
on a World of Wireless, Mobile and Multimedia 
Networks, 2011 

 “it is important to design privacy-friendly services 
with data minimization, adequate technical protection 
measures and monitoring services” 
 Annual Privacy Forum Panel 2014, 

http://privacyforum.eu/programme/description-2 
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Principle 1: Minimisation 

 OECD principle: Collection limitation 

 limits to the collection of personal data 

 Data obtained by lawful and fair means, with the 
knowledge or consent of the data subject 

 Pbd 

 Keep collection to a strict minimum 

 Default option: no identifiable data is collected 

 Mechanisms to reveal less 

 Use zero-knowledge encryption whenever possible 
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Principle 2: Enforcement 

 OECD Principle: security safeguards 
 personal data protected by security safeguards 

against 
 loss, 
 unauthorized access, 
 destruction, 
 use, 
 modification, 
 or disclosure of data 

 PbD 
 Maximum protection of personal data during 

operation. 
 Default option: protection by technical means 
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Principle 3: Transparency (and accountability) 

 OECD principles: openness, individual participation, 
and accountability 
 Means to establish existence of personal data and 

purpose for use. 

 User can get information on data collected about him 

 Data controller accountable for compliance 

 Pbd 
 Transparency on how privacy preservation is ensured. 

 Design process include verification procedures (open design, 
auditing, …) 

 Measures are explained. 

 Operation include support for dynamic verification  
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… but how do we apply the principles?  

Need to integrate privacy in different dimensions of the design 

Example of work 

 

 Assessment dimension  

 e.g. risk analysis methodology from CNIL 
(http://www.cnil.fr/fileadmin/documents/en/CNIL-ManagingPrivacyRisks-Methodology.pdf) 

 Requirement dimension: from privacy principles to 
operational requirements 

 e.g. OASIS privacy management reference model and 
methodology (PMRM) (http://docs.oasis-

open.org/pmrm/PMRM/v1.0/csd01/PMRM-v1.0-csd01.pdf) 

 Architecture dimension: strong impact of proposed solution 
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Electronic Tolling System (ETS) Example 
From PrETP: Privacy-Preserving Electronic Toll Pricing (extended version). J.Balasch et al. 19th USENIX Security Symposium 2010 

 User pays for using roads, depending on context 
 type of road, time/date, traffic, type of vehicle, … 

 Public authority manages infrastructure using 
policies 
 congestion, energy, … 

 Application requirements 
 Record information about vehicle route 

 Bill driver based on vehicle route 

 Keep info for invoice verification 

 Privacy preservation 
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Electronic Tolling System Example 
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Courtesy NXP – eSecurity WG presentation Oct 2009 
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On board Unit 

OBU 

Service Provider 

Back-end 

Toll charging 

system 

User 

Electronic Tolling System: Entities at Stake 
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Approach 1: Everything at Back-end Level 

 Model 
 Fees handled by SP 

backend 
 Personal data used to 

calculate fees stored at 
backend level  
 

 Implementability 
 

 Minimisation 
 Central storage of data on 

millions of users 
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Approach 2: Everything at Vehicle Level 

 Model 
 Personal data and fees 

handled by OBU 

 

 Implementability 
 High CPU needs 

 High Communication needs 

 

 Minimisation 
 User control of data  
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Approach 3: Mix - PrETP 

 Model 
 Fees handled by SP backend 
 Personal data handled by 

OBU 
 Specific crypto protocol 

 

 Implementability 
 CPU and communication 

needs 

 
 Minimisation 

 Use can control data  
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Comparison 

 Each model is a 
different 
architecture! 

 

 

 Each model implies 
different 
interoperability 
standard! 
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PReparing  Industry to Privacy-by-design by 
supporting its Application in REsearch 

Today Engineering Practice 

• Privacy-by-design 

• Architecture design 
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Three Phases 

 Phase 1: architecture analysis 

 Phase 2: architecture design 

 Phase 3: architecture evaluation 
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Evaluation Benefit Analysis 

Architecturally 

Significant 

Requirements 

ASRs 
Minimize data 

Functional 

Requirements 
Electronic toll 
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The Architecture Analysis Phase 

 Input 

 What a system does (functional requirements) 

 Constraints (a design decision already taken) 

 e.g. Re-use something, a given operating system, IP V6 

 Output 

 How well the system does it (quality 
requirements or non functional requirements) 

 e.g. security, usability, dependability 

 e.g. testability, maintainability, scalability 

 e.g. time to market, cost 
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PReparing  Industry to Privacy-by-design by 
supporting its Application in REsearch 

Bridging the gap: Integrating PbD into 
Architecture design 

• PEARs : Privacy Enhancing Architectures 

• The case of complex systems 
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PEARs: Privacy Enhancing Architectures 

 Architecture analysis integrating privacy 

 Architecture design integrating privacy 

 Architecture evaluation integrating privacy 
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Design Evaluation 

Architecture 

Solutions 

Benefit 

Analysis 

Privacy 

Concerns 

Architecturally 

Significant 

Requirements 

ASRs 

Data usage 

Requirements 
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Minimization Enforcement Transparency 

• Reveal less (e.g. 
attribute based 
credentials) 
 
 
 
 

• Data confinement 
(e.g. client 
processing, P2P 
processing) 
 

• Enforce data 
protection policies 
(collection, access 
and usage, 
collection, 
retention) 
 

• Protect processing 
(e.g. storage, 
communication, 
execution, 
resources) 

Modifiability 

• Log data 
transaction 
 
 
 

• Log modifications 
(policies, crypto, 
protection) 
 
 
 

• Protect log data 

• Change Policy 
 
 

• Change Crypto 
Strength and 
method 
 
 
 

• Change 
Protection 
Strength 

PEARs: Privacy Enhancing Architectures 
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PEARs : Privacy Enhancing Architectures 

PEAR can change Functional Requirements 
 
 Architecture decisions for minimisation, enforcement, 

transparency and modifiability 
 … can change privacy functional requirements 

July 1st 2014 

Requirements 
Architecture 

Analysis 

Architecture 

 Design                                       

Architecture 

Evaluation 
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PReparing  Industry to Privacy-by-design by 
supporting its Application in REsearch 

Bridging the gap: Integrating PbD into 
Architecture design 

 

• PEARs : Privacy Enhancing Architectures 

• The case of complex systems 
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The case of complex systems 

 Complex systems are made up of 

 Subsystems 

 Subsystems can be developed separately by 
different stakeholders 

 Example 1: Layers 

 Example : HTTP on top of TCP/IP on top of WIFI 

 Example 2: Application and platforms 

 Example : Smart phone app on top of Android 
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The case of complex systems 

PEAR must be applied to all layers 
 

 Example 1: the IP protocol for the Internet 
 Privacy vulnerability: IP address used to identify the user 

 Tactic: design a pseudonym-based  solution 

 

 Example 2: a RF modulator for video on demand 
 Privacy vulnerability: Shape of signal and consumption of 

the video system used to identify the viewed movie. 

 Tactic: control signal shape and consumption in order to 
avoid identification issues. 
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Application 
feature 

 

Platform 
feature 

& quality 

Relies on 

The case of complex systems 

 Application feature: something useful to the 
customer 

 

 Platform feature: something useful to the 
application designer 

 See http://www.pmrant.com/2011/11/whats-the-
difference-between-a-platform-and-an-
application.html 
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Conclusion 
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PRIPARE Support Action 

 Privacy and security-by-design 
methodology 
 

 Training to FP7 and Horizon 2020 
research projects 
 

 Provide educational material 
 
 
 Identify gaps and provide 

recommendations 
 research agenda 
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QUESTIONS? 

For more information, visit the PRIPARE website: 
http://www.pripareproject.eu 

 
Thank you for your attention 

Coordinator 

Antonio Kung (Trialog) 

 

Technical Coordinator: 

Christophe Jouvray  (Trialog) 
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