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2.1 About Frameworks

. E&!(&#,1D#?,&B$MT<&D/:&<!?1!D$00SBI

o ?1I=I(&, $D!#+0&IP!/<&?IP! $#!-&0/&DI! (E?(1 /I +1&<! ($! Q0?:! $#! <&'/< &N ISIGTHOER 20!
D#?,&B$HCIDSHIH&ISO>/: @!</IQ+(&I'S5?,-#/<@&'$:0/: &4/ (/$: 2#=T

o 21&(I$D! 211+,Q(U$:IP!'$: &Q(IP! >20+&IP! 2:<! Q#?'(/'&I! (E?(! '§:#(&]! ?! B?=! $D! >/&B/:@!
#&720/(BBBK(E&DH#&&</'(/$: 2H=KT$,

o 3121+ (HH&I+:<&HO=/:@! ?! 1=1(&,P!'$&Q(P!$#! (&_()! &K @K! (E&! (E&$H&(BRAIBD?, &B
Q$0/(/'2011$/$0$@=!SBBBKS_D$#<</(/$:2#MIK'S, T

2;['M"899!e8f<&D/:&I' ?! Q#/>?'=! D#?,&BS#CK! 31! |(?(&<! /:! (E&! |(?: AHEBPK & privacy
framework which!!

e specifies a common privacy terminology;

e defines the actors and their roles in processing personally identifiable information (Pll);
e describes privacy safeguarding considerations; and

e provides references to known privacy principles for information technology.

e2;[M"8991/1'?QQ0/'?-0&! ($!:?(+#?0!Q&#1$:1' ?:<I$#@?:/h?(/1$:11/:>$0>&<! /N Q&'/ID=/. CBFO#S ' +#/

WEI&(@P! <&l/@:/:@P! <&>&03$Q/:@P! (&I(l:@P! ?2/:(?/:I:@P! ?<,[:I(&#:@P! ?:<! $Q&#?(/

[:D$#,2(/$:! 2:<1'$,,+:/'?2(/$:! (&'E:$03@=! I=1(&,I! $#! 1&#>/'&1 K"?#?QE#?1/.@! (E&! D#&&!

<['(I1$:?#=! <&D/:/(/$:P! 2;,[M 899! (E&#&DI#&! Q#$>/<&I! (E&H&DIH&! ?! 1&(! SIP P B+IY(H!

>?O+&I!?:<!Q#?'(/'&I!D$#!Q#/1>!’$#@?:/I?(/$:I!<&?0/:@!B/(E!Q&#I$:?O?K?(?

E&!;(+<=I Q&H#IB<! $-%&'(/>&! /1! ($! ?11&II! BE&(E@Bdtlacy engineering framework!/I! :&&<&<!

which!!

e specifies a common privacy engineering terminology;

e defines the actors and their roles in the engineering of systems processing personally
identifiable information (Pll);

e describes considerations on engineering privacy safeguards; and

e provides references to known privacy engineering principles for information technology.

"H?QE#?N.@! (E&! D#H&&! </'(1$:?#=! <&D/:/(/$:P! 2;[M 899! (E&#&D$#&! Q#$>/<® He(ESHEDIHE!
assumptions, concepts, values and practices for privacy in organisations dealing with personal
data!BE/O&! 2!(?:<?#<!$:1?21Q#/>7'=1&: @ /. &&#/: @ D#? BBIHQHS>/<8)set of assumptions,
concepts, values and practices for privacy engineering in organisations dealing with personal

data.!

2.2 Positioning Privacy Engineering in Organisations
Al@+EI00+I(HABE?(!B&!-&0/&>&! ?#8&! &11& QOB &: (1! SDQ#/>?'H! $#@?:/1?(/FK! . EL&D(
Q?#(ESBIY,Q$#(?2:(1$#@?:/12(/$:1$-%&'(/*&1)

o [(&@#?(/:@(E&"$:'&Q(I$DIQ#/>?'=I/1$#@ ?: /P (/$:]

129100 actually refers to PII: personally identifiable informatizsiead of personal data.
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o [(&@#?(MEL $:&Q($DIQH/>?'=(ERI& @&E&H]: @'SENE, K

. E&V&:(#&IQ2#(IESBII(BSY,Q$#(?:(1>/1&BQS$/(I)

o (E&,?:7@&,& (' >/&BQ$/:(P! BE/E! D$'+I&I! $:1 &0&,&:(I! SQH#$'&II&IP! Q#2'(/&IP!'$:'&Q(IT!
BE/'E!2#&!,Q$#(?:(1($!,2: 2@&HI!/: | (E&/H#1?'(/>/ @&

o (E&EQ/:&&H:@!>/&BQBBE/E!D$'+&I'$:1 808, &:(! S&: @/:&&H/: @ #&\+/#&,&:(IP!<&I/@:P!

1,Q07:(?(/$:P! >&#/D/'?(/1$:P! ,2/:(&:?:'&TBE/'E! ?#&! /,Q$#(?:(! ($' & @/:&&#I! [:! (E&/H!
2(>1(&K

.E&! #/@E(! QPE@BI! /,Q$#(?:(! QHS&IN'S &H:1 | ($! -$(E! ,2:2@&H!! 2:<! &:@/:&&WIH#/IC!

20&I11,&:( PIEI(&,!<&>&0$Q,&: PP:<!1=I(&,! '$,Q0/?:'&) !

o HICRI&ILE&:( D$+I&IIS:N\+2:(/D=/:@Q#/>?'=1#/ICN=I(&,1!<&?0/: @' B/(E! Q&#1$:20!<(?
2:<11(|@7?(/: @(E&=1#&<+[:@(E&/#I0/CEO/ESS<ISHI (E&/H!'S: I8P &:'&

o 1=1(&,! <&>&0$Q,&:( D$+I&I! $:! IQ&/D=/:@!<! /,Q0&,&:(/:@" (&'E:/'20! 1$0+(/$:I! D$#!
QH#/>?'=!"$:(#90:! 1=1(&,1! <&?0/:@! B/(E! Q&#I$:20! <R(?=(&,! <&>&0$Q,&:(!'?:1 /:>$0>&!
<& NI$:11($!/:(&@#2(&!148=1(&, 11+ QQO/&<!-=!(E/#<IQH#/&IP

o 1=1(&,!" $,Q0/2:&IDS+I&IS: & I+#: @ (E2(12:1$#@7:/12(/$:1/11<$/: @!BE?(1/1!&_ Q&<
(E2(11=1(&,I! <&>&0$Q&<! B/(E/:! (E&! $#@7?:/12(/$:1! 2#&! <$/:@! BE?(! /I! & Q&'(&<K! ;=I(&,!
'$,Q0/?:'&!/:>$0>&I'E?200&: @/:@'Q#$'&II&IN+EI21IQ#/>2'=1Q#$(& (/$: 1211 +#72: &P1&>20+2(/$:!
2:<! >&HIDI"?(/$:K! ;=1(&,!'$,Q0/?:'&! 200$B_(&#:70! |(?CE&E$0<&H#! SEK@K! '$:1+,&#IP! Q$0/'=
2CE&H|FOHS +H#&HI TI($!211&II BE&(E&H (E&=!"2: | (#+1({(E&ISH@?:/12(/$:12:<I$H# (E&HI=I(&, |

Organisation objectives Viewpoints Process Concerns
(privacy-by-design)

Privacy Risk assessment

integrationin Management
organisation

Systems

Privacy development
integrationin Engineering
systems
Systems
compliance

Figure 1: Essential Privacy Elements in Organisations

A/@+HRIESBI! & ?,Q08 $DESB! Q#/>2'=1'2:1 -&I+QQSEL B¥S$, | 71, 2:2@8&,&:(! >/&BQ$/(!

(E#$+@E(/(E&!+I&I$D!(?:IBH@+/<&ONI

o 2 M'8YMeMfll 21 #&D&H&:'&! (E?(1'?:1 -&! +I&<! -=! 2:2@&HI! ($! &:I+#&! (E2(! Q#/>?'=1 #/IC!
2:2@8&,&: (/1" P##&<I$+KI5*2]IQ#/>?'=1/,Q?'(1?11&11,&: (le YE#! (E&!I, 2#(! @#/<! (?ICIDSH#'&!
<2(?1QHS(&'(/$:1/,Q?' (1?21&11,&:(1(&, QO (&I H&IS(E&H#I&_?,QGRIP

o [3;2; BULU! eYH/I! 21 #&D&H&:@?(1'?:) -&! +1&<! =1 2:2@&HI! ($! &:1+#&! (E?(! Q#/>7'=!
2:20=I/Il SIK&K! /<&:(PRHSQH#I?(&! $Q&H?(/$:20! Q#/>?'=1 2:2@&,&:(! D+:'(/$:?0/(=! ?:<!
1+QQS$H#(:@!,&'E?:/1,| TVII'2## &<I$R(

o 2[IM 8NSE7H/II?H&DE&HE&: &I (E2(1'?:1-&1+I&<!-=!,2: 2@ &SI&:: | +#& (E? Q! B&BT:$B:10/1(!
$DO#?''$: (#$01V11+1&<K
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Figure 2: Management Viewpoint of Process Concerns

A/@+ARIESBI! &_?,Q0& $DESB! Q#/>7'=5+0&-8! [+QQ$B IS, 2:1 & @/:8&#/: BY&BQS/{

S, $I(IH&D&H&: &I PH&IHE&I&?H EIQHSRERE! /@ E(1:&&<!, 2(+#2(/$:1-&D$H&I2<SQUS: T

o 2*FFX* eZI1?1 &(E$<$0$@=!(E?(I'?:1-&I+1&<!-=1&: @/:&&#I!($!/<&:(/D=!(E#Q2QIAE:!
JI@20%: 1$0+(/$:IK! 2(1 QH$>/<&I! 21 O/I(! $D! (E#&?(! '2(&@$HI&I! (3! T:0288NS!
2<&:(/D/?-10/(=P! B&Q+</?(/$:P! F&(&'(?-/0/(=P! F/I'0$I+#&! $D! :D$#,2(/$:P! X:?B?#&:&IIP!
*$: 6$,Q0/2:'& THZ*FFX*&_QO0?/:A($!&: @/:&&HESB! ($!1Q&/D=!?!I=I(&,+I/:@!<?(?!DO$B!
<[2@#AP17:<!($1/<&:(/D=17:<! [ @2 (& E#&?(1'+I/: @!&08&.,&: (I'$D/(E&IK/P @#?

e "431;! eLf & QO?/:I! E$B! ($! IQ&/D=! 2:1 2H#E/(& (+#&! BE/E! /,Q#$>&I! Q#HB!
WEN& (+#&$:&Q(I! 1+'E! 211 \+20/(=! 2((#-+(&IP! 2HE/& (+H#&((IK! 20! /1! 21&<! $:]
57#:& @MLK BSHC! $:1 ISD(B2H&! 2HE/(& (+#8M 2(1 Q#$>/<&I! 21 0/I(! $D! 2#E/(& (+#&!
|(#2(&@I&I! SULLN2(/$:P! 4:D$#E&,&: (P! #72:1Q2#&: £M/D/?-/0/(=TK! "431;! & QO?/:I! ($!
& @/:&&HIESB!($!1Q&/D=17:<18&>20+2(&) 2:1 2# E/(& (+#&+1/: @\+ 20/ (=1 2((#/-+(&IP\?2#'E/(& (+#&
I#2(&@/8117:<1(?'(/'IK!

o d$&Q,?:! €891&_QO?/:1I<&I@:!I(#2(&@/&I-=/<&:(/D=/: QKR (B (#? (&@/&I'S, [/ [h&P!
E/<&P! 18&Q?#?2(&P! 2@ @#&@7?(&T! 2:SHBHB&I(#?(&@/&I! S/:D$#,P!(SS0P! & D$#&P!
<& $:1(H2(&TK! d$8Q, ?:1 <&I'H/-&I! ($! & @/:&&HI ESB! ($! <&I/@:1 2! I=1(&,! +1/:@! 7! :+,-&#
|(#2(&@/&117:<IES$B!($!/,Q0&, &: (#&+12-08!$0+(/$:1S200&<IQ#/>?'=1Q2((&#:ITK

o  3@/0&!<8>80$0Q,&: (! &(ES<SOSEBHI! 2! <&1/@:! ,&(ES<SOSBE/E!D$'+I&I! $:! DO&._/-0&!
?:<1 &>$0+(/$:?#=! <&>&0SQK2 (! & _QO?/:I! ($! &: @/:&&#1' E$B! ($! <&>&0$Q! Q#S($(=Q&I! (E?(!
2:1/(&#?(/>&0=1&>$0>&!/: ($!/, Q#$>&<!>&HM/$:1

2 Note thatthe integration of privacy engineering indgjile methodologiess a challenge because of the lack of a
design phase
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Figure 3: Engineering Viewpoint of Process Concerns

4 2,Q0&I! /1 A/@+#BE?:<! AJ@+#SN2H&I00+I(H2(/>&K! .E&=! SRR ?:(! (3! -& <&D/:/(/>&!
"2(&@$H/2(/$:K);(2: <4<+ BN 2;[IM 8YAPI[3;2;:8ULUP! 2;[! M"8N8! 2#&! 20I$! +1&D#8B, 1 ?:!

& @/:&&H:@! >I&BQSASH! [:1(?:&! [3;2; 61UU ! & Q0?1 ($! & @/:&&H#1! E$B! ($! 2QQ0=! 21!
J(&#2(/>&IQH#S &IINS!/<&: (/D=IQ#/>'=ID+:(I$:112:<1211$ /(&< IH&\+/#8&1 & (IK

E&! </DD&#&:'&! -&(B&&:! ?! ,2:2@&,&:(! >I&BQ$/:(! 2:<! 2! &:@/:&&H/:@! >I&BQ$/:(! /1! (E&!

D$00$B! @

o  U2:2@8&,&:(!D$+I&II$:I BE?(!=1(&,! /! <&>&0$Q&<kPS$:'E&'C/:@! (E?(1/(1/1! <&>&0$Q&<!
QH$QEH0=

o 4:@/&&H:@'DS+I&ISIESBI?!=I(&,1/1<8&>&0$Q&<!?:<!1$:1(&I(/:@/(1Q#$Q&H0=K

2.3 Why a Privacy Engineering Framework?

QEURMSS,IAL':1)2$*$)3$! LAI@$'=!

31:+,-&#1 $D!'$:'&Q(I! 2:<! Q#/:'IQO&IDS#! Q#/>7'=! &: @/: &&EPBA! -&:! <&-?(&<V:! (E&! 0?I(!

=&?HPID$H!1(?'&

o  Q#>?76=6&I/@:! Q#/'IQASIQ#/>B=B$0/'=P! Q#/*2=6#'E/(&'(+#&8MR! ,/:/,/n?(/$:!
e8YP!&:D$#'&,&: (P (#?:1Q?#& 8NP

o QH#I>?OHB(&'(/$:!$-%&'(/>&I! SQKR-/0/(=P!,?:?@&7?-/0/(=P2HH/?-/0/(='e87T | $#! Q#/>?'=!
&:@/:&&#I:@%E&' (/>85+:0/:C?-/0/(=P!(#?:1Q?#&:'=P!/:(&#>&: LENE=!

b&! -&0/&>B(E?( &! .$7$3/(1)! &),! &! B)2$*$)3$! 1A! /$'=.1/I! :&&<&K! A+#(BRUEL! #&07?(/$:!
between those terms and other concepts need to be explained (e.g. Ann Cavoukian’s privacy
Q#/:'1QO&BLI>&#I+12;[!M 899! Q#/>7?'=! Q#/:' QBT KEE/I!'$+0<!-&! (E&!$-%&'(/>&! $D! ?1 Q#/>7'=!
& @/:&&#/:@?3BIHCK

QEUBQSS,IAL'!I-(,&)3$ !

USI(! #8DE&HE: §B<?4SI(?:<?#<IP! @+/<&0/:&IT!I 2#&! ,2:7 @&, &: (! $HIQ:(AH/1C $#/&: (88!
E?>&1?!0&@ 70! Q&H#| GAYEE?:1 & @/:&&#/:@!>I&BQS$/:(!(E/N!/11:$(! 1+DD/ B E$S'.1)$$,!

*(,&)3$! /9&/! (.1 =$/91,171*0 4'($)/$, ! &),! *1&7AL'($)/$,E!.E&=!:&&<! ($! @&(! @+/<?:'&! $:
2QQH#S?EN(E?(1(?C&IQH/>?'=1/:($12"$+:(I<+#/: @' (E& BEAD&E0R#$ &IK&=$: <!#/ICI (E2(!
(E&=!,+1(1,/(/@7?(&P!&: @/:&&HI(! 20I$IE?>&121'0&2#I&(1$DID+:'(/$:20!$-%& (/>&I'$:'&#:/: @ (E&!
1=1(&,(E&=1<&>&O0TIK&K! (E&=!:&&<!?! @$?0!$#/&: (&<'<&I/@:RQQH#$?'ET

97J9LIM98N 256r8978Y 89!



"12"314! 58:(#/-+(/$:1(;(+<=I"&H#/$<I$:"#/>?'=14: @ /. &&HI. @ | A#? ,&B$#C >8KD

[

QEUE®2()*/9$1>&01/11<-/-'$!" (2&3018)*()$$'()*:/&),&',. !

[E&! 7<>&:(1 $D! 2! Q#/>?'=1 & @/:&&H/:@! Q#?'(/'&! B/0O! <&Q&:<! $:! (E&! 7>2/0?-/0/(=! $D! 21 1+ ,-&#!
I(?:<?#<IKb&! -&0/&>&! (EBE/0&!/(!,2=1-&! ($$! &?#0=! (&BY:&! (E&I&! |(?:<?#<IP! B&I'"BB!

D$+1! $:1 (E&! '$:</(/$:1! (E?(! B/OO! D?'/0/(?(&! (E&! <&>&0$Q,&:(! $D! I+'E! |(?:EHS+ @E! (E&!
<&D//(/$:1$D1?1Q#/>?'=1&: @/:&&H]: @ DH?1&B$HCK

Al@+HSIESBI! (E&!QSI/(/$:/: @!$D! Q#/>?'=18: @/:&&H/: AHBIEES?<,?Qe8 K1 2:! (E/I!D/@+#&P!
(E&#&!/11?71Q07' &E$0<&H#!'200&<IQ#/>7'=18: @/:&&H/: QIBEERRI[TI¥/>?'=ID#?, & BIEH

|

Privacy Framework Privacy Engineering

Figure 4: Privacy Engineering in WG5 Roadmap
[E&!I(+<=1Q&#/$<!B/00! B$#C! $'E&IS: 1! (E?(1B/00!8:2-0&!#$7<,2Q1 '8 2#/$1! +'E! 21! (ESI&
<&Q/'(&<!-=ID/@+#&!Y1?:<ID/@+#&!"K
A/@+#RIESBI! (E&! #&Q07?'&,&:(! $D! (Ep&iVacy engineering! -$_! -=! ?! privacy engineering
framework!-$_ID$+1&11$:1(E/QO?'&ES0<&H#K!.E/II"2:1200$B!/:|(EQID+(+#&! (E&!8._Q7:1/$:1($B2#4<I!
S(E&H!N(?:<?#<IPI&K@K!?!1Q#/>?'=1&: @/:&&H#]. @, &(ES<$0$@=P!$#!?!Q#/3?'=I1#/IC!?:?0=I/IK

!

. A
Privacy Engineering
methodology
Privacy Framework Privacy Engineering . J/
framework
'd A
Privacy Risk
Analysis
o A

Figure 5: Privacy Engineering Framework in WG5 Roadmap
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UZ Vv3VvSE] pus]lve 8} WE]JA C vPlv E]\

3.1 Mitre Call for a Privacy Engineering Framework

U/(#&! Q+-0/IE&<! /] R+0=! MO8 ?! (&'E:/'20! Q?Q&H! $:! (E&! :&&<! D$#! (E&! Q#/>?'=! & @/:&&H
D#?,&B$#AIMK! 2(! E/@EV/@E(&<! (E&! :&&<! ($! 2<<#&II! Q#/>SE I DHIH@?:/17(/$:20!
>/&BQ$/:(BB&O0!'$>&H#@<TP:1&: @/:&&H#/:@'>/&BQE:$(IB&O0I'$>&H#&<TK

31 $#@2:/12(/$:! >I&BQS/:(! /:(&@HPEDE, &:(I! I+'E! 211 2! Q#/>7'=1 QH$@#?,! ,2:?@&,&: (P! ?!
'$,Q0/7:'& D$'+&<H/ICI?11&I,&: (?QQHS?' EPIH?(&@=!7:<!Q0?::/ BPQSO0/ /&K

3:1&:@/:&&H: @' >I&BQS/:(1/:(&@#2(&!! &0&,&: (1! [+'E! 211 Q#/>7'= (&I(/: @ BEM(BBE<EI @'
<& NI$:IP! Q#/>?'=! #&\+/#&,&:(1! 7:<8:(#$0! I&0&'(/$:P! 2:<! |=I(&,! D$+1&<! #/IC! 211&I1,&: (K
E&I&I&O&, &: (1 P#&):$(1B&OO!(?C&:/:($12"$+: (K

3.2 NIST Contribution on Privacy Engineering Objectives

*2: 1Q+-0/IE&<!/:1U?=IM9I8NI?(&'E:/'201Q?Q&H!$:1 21#/IC!, 2:? @&, & (D#?, &BIKC( DS +I&!
$:1(B$!Q/00?#)|(E&!<&D/:/(/$:1$DIQ#/>7'=18: @/:&&H/: @ | $ERHEYNS0/(=P!,?:? @&?-/0/(=P!
</1?211$'12-10/(=T! ($! 2<<#&I! (E&! @?Q! -&(B&& AREED! Q#/>7'= QFD&I! 2:<!/,Q08&, &:(?(/$:!

2:<! (E&! <&D/:/(/$:! $D! 2! Q#/>?'=1 #/IC! $<&0! ($! 200$B! D$#! 2:! $H@7?:/12(/$:20! #/IC! ,2:2 @&, &:(!
2QQHS?E

3.3 ULD Contribution on Protection Goals for Privacy Engineering

X]F IQ#&1&: (84:1U?=IMISNI?1Q?Q&HTH>?'=1 Q#$(& (/$:! @$?01 DSBHOE @/: & &H/-@BNR(!

& (&:<IV 1&+#](=) QHS(&'(/$:! @$?NEBB:D/<&:(/?0/(=P! /:(&@#/(=P! 2>? /B BIH=Q#/>?'=!
QH#$(&'(/$:! @$PGK&IKIO/:C2-/0/(B! (#72:1Q2#&:'=P! 2:<! [:(&#>&:?-MHBH |IE$B&<! /:1 (E&! (?-0&/!
-&0$BP! /(I D+#(E&ED/:&I! (E#&&! ?_&I! SBE/E! '2:1 -&! '$:1/<&#&<! <&@#&&I! $D! MH&E<S,T
'$:D/<&:(/20/(=42>2/07-10/(=P/:(& @H#(&4>&: ?-10/(=PK! +:0/:C?-10/(=(#7?:1Q 2#8:'=K

DAGH)/(&7(/Q " A1628&(7&5(7A(/0
*$12"&I1($I<?(? ! i GIA+001?"&III($1<2(P
*$I2"&INN($NEH>&I | i §IA+001?2"&INN($&H#>/'&I
3+(E$#H/1&<1&:(/(/&1'$:0= i §l4>&#=-$<E

+)/$* (/0! " a+)/$'2$)&5(7(/D

*$I'E2: @&IN($!I<?(P i §'300!(=Q&I'$DI'E?: @ &I
*$12" &I (B QHP &I ! i § IA+00!Q#$'&I1'DO& /0/-/0/(=
F&D/:&<!-=1Q#$'&II1$# i §IF&D/:&<!-=1/:</>/<+P0
B)7()?&5(7 (/0 " l@'&).%&'$)3D
*$10/:C?-0&!<?(? i §'A+00!0/:C?-/0/(=1$D!<?(?
*$1</I'0$1+#&!$D!IQ#S' &I i §IA+00!</I'0$I+#&!$D!IQ#E &I
*&&<G$EC:$B! i §'b?:( g$6C:$B!

% UnabhSngiges Landeszentrum fYr Datenschutz Schi¢tvlstein (vww.datenschutzzentrume)d Data protection
authority in the federal state of Schleswglstein, Germany
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3.4 OASIS Contribution on Operationalisation

[3:2; 6ULU VII(E&I#&I+0(ISD! BB+ <8&#(?C/: @YK!X&D/: &l

o 2U'$:&Q(+?0!,$<&0IDSHIQ#/>?'=!,2:2 @&, &: (P!/:'0+<I&D!:/(/$:1$D! (&HR

o 7?1 &(E$<S0$@=!($!"2##=1$+(1?1 Q#/>2'=12:20=I/IK! . E&ISQED<!/I! /(&#?(/>&! ?:<! +1&1'?1&
-?21&<K! 2(1 0&2<I! ($! (E&! <&D/:/(/$:! $D! $Q&#?(/$:! D+:'(/$:?0! |&#>/ &Mt=& Gl [+ QQSH(!
Q#/>?7'=1'$: (#$OIP

o 211&(! $D! $Q&H?(/$:?0! I&#>/'&I! S? @HRELEZ@&P! >20/<?(/$:P! '&#(/D/'?(/$:P! &:D$#'&,&:(P!
|&+#/(=P/:(&#?'(/$: P! ?"&IITK

[3;2; 6ULU!<&D/:&I'$:&!/,Q$#(?:(!'$:'&Q()! touch points. Touch points are “intersection of
<?(?! DO$BI! B/(E! Q#/>?'=! <$,?2/:1! $#! [=I(&,I' B/(E/:! Q#/>?'=! <$, 2 B&#&! /I $:&! & ?,Q@0
Q#$>/<&<!-=I[3; BULU#&0?(&<!($4H!S&O&' (#/">&E/'0&TI'EM#@/: @K!!

When a customer plugs into the charging station, the EV On-Board System embeds

communication functionality to send EV ID and EV Charge Requirements to the Customer
Communication Portal. This functionality corresponds to a touch point.

3.5 LINDDUN Contribution on Privacy Threat Analysis

12*FEX* eZfl+@ @&I(1'?'D#?,&B$HCI DSH#! (E#&2 (1 2280<1$:1210/I(1$D! (E4#&?('? (& @ $H#/&IP!0/1(&<!
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3.6 Hoepman Contribution on Design Strategies
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3.7 PRIPARE Contribution on a Privacy Engineering Methodology

"12"314"1$-%& (/>&8N($!<&D/:&! ?:12QQ#$?'E| BE(TE &I Q#/>?'=1/:($!?2"$+: (I<+#/: @! (E&! BESO&!
I$D(B?2#812:<!1=1(&,1!&: @/:&&#/:@H$'&I1!SO/D&'TWR: ! (E/I!+:<&#(?C/: @ BRI&K&: (/D/&<!(E&!
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I+'E1?211Q#/>7'=1Q?((&

* FP7 project. See pripareprojet.eu

®such as 1SO 2913@], the CNIL PIA[3], the EC Data Protection Impact Assessment Template for Smart Grid
and Smart Metering Systeramart grid templatgd]

® Such ag32][33][34], or repository attempts such letsps:/privacypatterns.eor http://privacypatterns.org/
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"12"3141eMNE?11<&D/:82:1?7QQ#S?ENER!-/:  &II1?I @SBRI/ & (&<!?:<I?1#/BR1&<|?QQH#S$?'E!
($! </I'$>&H#! 2:<! [<&:(/D=IERH?(/$:20! Q#/>7'=! #&\+/#& &:(IP! 21! IESBE&A @ +H#BK G$?76
$HE&:(20$:! /1! (E& ,$I(! I(#2/@E(DSHB#<! 2QQHSENEY(S! & @/:&&#! I=1(&,1)! & @/:&&HI!
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The requirement analysis phase takes place in conjunction with risk management
analysis.

Risk management focuses on identifying the assets to protect in the system under
development and the threats that might compromise the accomplishment of the privacy
principles on these assets. Then a treatment is proposed to address the risk associated
with the threat. This treatment may range from doing nothing (accept the risk) to
including requirements that may avoid or reduce the risk.

Requirement analysis is goal oriented: each principle is considered as a high level goal
that the system must fulfil’. Each goal or principle is then refined into a set of lower-level
guidelines required to meet the goal. Then a success criterion is proposed to address a
guideline.

’ For instancePrivacy by design principles formulated by Ann Cavoukia8] [18] or in 1SO29100[1] are not
operational;

8 For example, data protection authorities’ goals in Europe are related to the data protection principles stated in the

EU GDPR, such as that of ‘accountability’ (i.e., ensuring and demonstrating compliance with data protection
principles in practice)
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The set of treatments and success criteria are jointly referred as operational
requirements.

The design phase has the objective to identify the privacy controls that are designed to
meet the operational requirements. They are realised by measures designed to meet the
success criteria and by countermeasures designed to meet the treatments.
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Figure 6: PRIPARE Goal-oriented and Risk-based Requirement Elicitation
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Figure 8: PRIPARE methodology phases

® This could be addressed by an approach similar to the organisational normative framework defined in ISO 27034
from application security.
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1&0&7?1& 5#&7(&!2:'/<&:(11&IQ%$:1&!"0?:PI5#&?(&!=1(&,!'<&'S,,/II/$:/: @' QO2APR0! "#/>7'T
#&>/&BP!"+-0/IE!"231#&Q$#(

U2/(&:?:'& | 4 &+(&I1<&: (#&IQ$:1&IQ07:PI"#/>?'=1>&#/D/"P(/$:I

F&'S,./I/$:/:@ ! 4 &'+(&!<&'$,,/I/$:/:@!Q07?:!

[E&!1,2008# @#72:+0?#/(=! 200$BI! D$#! &?1/&#! ,2QQ/:@! /:($ER-SIBQE. (B(ES<S0$@/&!
SB?(&HDPO@EH?(/>&!$#! /- #&,8&:(?0PI QHS($(=Q/: AP @ERL6& (|, ?:? @&, &: (!, &(ES<$0$@/&!!
S"Uc[OP!"12*54MITK

UETE#$31==%),&/(1)!1)!"(2&30!:1)/'17. IL$'(A(3&/(1)

2:1Q?#200&0!($!B$HCIDS'+I/: @!$:1?1Q#/>2'=18: @/:&&H#/: @', &(ES<$0$@=P!(E&!"12"3141Q#$%& ('E
QHEQPHERHEQSH(! 7:<! #&'S, &:<2(/$:1! 2:<! 7! H&I&H'E! 2@&: <N b&! B$+0<! 0/C&! ($!
E/@EO/@E(1$:&!/,Q$#(2:(#&'S, &:<?(/$t)!

E&I&>20+2(/$:1 2:<! >&H/D/'?(/$:1 $D! (E&! &DBRIGERQH/>?'=!"$: (HSDI! 2:1 $>&H#0$SC&<! ($KU/'
E/MNN(&,11D#S,! ( E&!-&O/&D! (E?(P!1/,/0?#0=! ($! $(E&H#! (&'E:$0$@/&IP! 1&'+#/(=JQ#/>?'=! &'E?:/1,I!
2#81Q0+@!?:<1Q07?=)1=$+1/:'0+<&I(E&,1?:<|(E&=IB$#CP!BE/0&! (E&=!$DD&H!>&#=1</DD&H#&: (IQ#$
</DD&HEREPHISISH&>&:1:SIQHS(& ([BD! (E&=12#&!:$(I'$H##&'(0=1/,Q0&,&:(&<K

/@:/D/2:( #&IGPH'E! /Il :&&<&<! /1! (E/Il 2#&?P! D$#! [:1(?:'&! [:1 (E&! #8721 $D! Q#t/>2'=1\+2:(/D/"2(/$:
eMEMNMH!

"12"314! -&0/&>&I! (E?(! Q#/>?'=! & @/:&&H#/:@'$AL:! 2! QO?'&ESO<&H! DS# Q#/>?'=! '$:(#$0!
>&H#/DI"?2(I$K
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F "$§E AWVE]A C VvP]v E]vP"8ME&mu A} EI

.E&! D$00$B/:@! 1&'(/$:! Q#$>/<&I! ?! ;(#7B,?:! Q#/>?'=! & @/.&&#/.:@! D#?,&B$#CK! 1?(E&#! (E?
DS+ @!'$:! Q#$>/</:@! ?! <&D/:/(/>&!'$:(&:(P! /(! D$'+I&I! $:! /<& (IQSHEP: (! &0&,&:(1' $D! ?!

Q#/>?'=1 & @/:&&H#DB?,&B$HC! 2:<! & Q0?/:/: @ HEES: P0&IE/I! 1&'(/$:1 #&+1&1!1$,&! $D! (E&!
Q#&>/$+1ID/@+#&I'?:<!(?-0&IK

4.1 Basic Concepts for Privacy Engineering

FEOET2&30!$)*()$$'()* 1&),!" (2&3050MNS.(*) !
E&IN&#,\Q#/>?'=1&: @/ &&HMN@&D/:&<!?1!D$00$BI

"H/>7'=14: @1 &&H@ 31 1=1(&,2(/'P! #IG<#>&:! Q#S&II B2(! $Q&H#?(/$:20/h&I! (E&! "#HB2ELI@:
QE/O$ISQRD! D#?,&BS$H#C! B/(E/:! 2.! I=I(&,IM>?'=1'$:'&#:1! PH&! +-1&\+&:(0=!
1:(&@#2(&<!/:($!1=1(&, 11?11Q2#(1$D(E&!I=I(&,1'&: @/ & SBH&IKI

E&!(&#,!Q#/>?76=6x&I/@:/1!<&D/:&<!?1!D$00$BI

"H/>7'6= 681/ @ 2:1(/(+(/$:20/12(/$:! $D! (E&! '$:'&Q(I! $D! Q#/>?'=! 2:<! 1&'+#/(=! [ $H@?:/12(/$: !
1:(&@#2(/$:1$DV(E&I&!'S: &Q(I!/: (BB /- &&H/IED!I=1(&, I K!

5%,,&( )
o E&!Q#/>?'=! & @/:&&AKED//(/S:! 1V:1Q/#&«D#$,!U2.14! eMK! [(E&#! <&DI¥(I! DS#!
Q#/>?7'=1&:. @/:&&#/: @' $+0«188
o F/N'QO/:&! $D! &:@/:&&H#:@! 1=I(&,I! [:(&@#?(/:@! Q#/>?'=t$219P+:'(/$:?0!
H&\+/#&, & (1S/1Q/#&<ID#$,13::157>$+CFT
o 5$00&'(/$:1$D!,&(ES$<I!($!1+QQ$#(! (E&! & @/:&&H/:@!$D!1=I(&, ! (E?(!,/(/@? (& #/ICI!
($!/:</>/<+2011 2#/1/:@! D#$,! (E&! Q#$'&II/:@! $D! (E&/H! Q&H#1$:20! /:D$#,2(/$:! BI(E/:!
:D$#,2(/$:11=1(&,1 'S/:IQ/H#&<IDH#S$,1*2p87T
o .E& Q#/>?B=6<&I/@:! <&D/:/(/$:! /Il (?C&:! DH#S,! 71 -0$@! BH(fH-+(&<! -=1 "12"314°%K!
The entry also refers to Ann Cavoukian’s definition and proposes three $(E&#!<&D/:/(/$:
o 3QQ#$?'E!N($Q#I(&'(/:@'Q#/>?'=!-=1&,-&<</:@!/(!/:($!(E&!<&I/@:'Q&'/D/"?(/$:1!$D!
(&'E:$0$@/&IP!-+1/:&IIQ#?' (/'&IP!?:<IQE=I/"20!/:D#?| (#-4%BHEI?>$+C/?:T
o 3QQ#F?'ENS;=I(&,'4:@/:&&#/:@'BE/'E!(?C&I/:($!?"$+:(1Q#/>?'=1?:<! &?I+#&!
(P'Q#B(&'(125.1?211&(I'<+#/. @ (E&'BES0&!&: @/:&&H#/: @' Q#F' &I
o 4,-&<</:@!'Q#/>?'=1?2:<lI&'+#/(=!/.|(E&!(&'E:$0$@=!?:<!I=1(&,'<&>&0$Q,&: (\D#3$,!
(E&! &?#0=! |(?@&I! $D! '$:'&Q(+?20/1?(/1$:! ?:<! <&I/@:! ?:<! [1(/(+(/$:?0/n/:@! Q#/>?'=!
2: <& +#(=V'$:1/<&H2(1$:11/:1$H@2:/17:] |

10 http://www. privacybydesign.ca/ctent/uploads/2014/01/phgtiv-engineering.pdf
" http://www.securityengineeringforum.org/blog/show/id/27
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o 3QQ0=/:@!?!I&(! $D! Q#/:'/QO&I! D#$,! (E&! <&I/@:! QE?I&! $D! 25.1 I=I(&,1! /:! $#<&H! ($
JI@2(&) 1&+#](=) 2:<! Q#/>7'=1 '$:'&#:1! @+/</:@! <&I/@:&H#! 2:<! /,Q0&&:(&#
<&'1I$:1)(E#$+@ES$+(/(E&!<&>&0$Q,&: (1$D!(E&!I2I(&, |

FEOE@2&30!$)*()$$'()*115f$3/(2$.!

"#>2'=) & @ &&HB)! $-%& (I>&I! & QH#&II! QHSQEH(/&I! (E?(! :&&<! ($! -&! BAED@DE&EH!!
<&I/@:1:@!Q#/>?'=""$: (#$01!/:1211=1 (&,
|

X:0/:C?-/0/(E L:1+#&IN(E? (' Q#/>26&0&>7:(1<?(?1'2::$(1-&I L &< 2'#BI Q#/>?'=1<$, 2/ 1 $#H1&<!
D$#1?1</DD&#&: (1Q+#QSI&!(E?:1$#/ @/ 2BBH: (&:

HA2:1Q?#HE&: =] 4:1+#&11 (E?(1 200! Q#/:R&D&>7?: (1 <?(?! Q#S' &INI@+</.@! (E&! 0&@?0P! (&'B:K(
SH@?:/2(/$:201&((/:@""?:!-&!+:<&#I($F<!?:<1H&'S: | (#+' (&<K!

2:(&#>&:?-/0/(= L1+H&INE?(1<?(21+-%8&. (IPISQEHP(S#112:<! | S8+ (ES#/(1&11'2:1/: (&#>&18P00
QH#/>?'6808&>7:(I<?(?1QH$'&IIK@

5%, &( )
o E/M&(/$:1/1N(?2C&:ID#S, I X]FEMe8N+2;.1 e87F201$! Q#$>/<&INY1$-%& (I>&I!SQ#&</'(?-10/(=P!
2:2@8&2-10/(=P!</I?11$'/?2-/10/ET
o J/@E! 0&EM/:&&H: @' $-%& (198K :&&<&<K! .E&=! ?#&! I/,/0?#! ($! (E&!'$:D/<&:(/?0/(=P!
[:(&@#/(=P12>2/07-10/(=1$-%&' (/> &I DS#!&'+#/(=1Q#S(& (/5

FEOEY1=!"(2&30!"()3(%7$.//1!" (2&361%$'&/(1) &7 #$c-('$=$)/.]

"#/>7'=1Q#//QO&I 211 <&D/:&<1/:12:[M 8991 :&&<! ($!-&! 2QQO/&<! /:| (E&I HE\+HEQE&A(1BD! 21!
1=1(&,! ($! /<&:(/D=1Q#/>?'$QE&H?(/$: 70! #&\+/#& &KIE&! & @/:&&H/: @&\+/#&,&:(! 2:20=1/1!
H(1(?C&IQOP'&I/:I'$: %o+ (1$:1BI(E121H/ICI2:20=1/11?'(/>1(=K

4.1.3.1 Combining Goal oriented Analysis and Risk-based Analysis

E&I& @/ &&#/: @8\+/#&,&:(1?:?0=INQE?I&! (?C&I' Q0?'&! /:I'$:%+:"(/$:!B/(E!#/IC!,2:?7@&,&:(!
?:?20=I/IK

1/IC1,2:?2@8&,&:(ID$+1&1!$:1/<&:(/D=/: @ (E&! 211 &(I!(SIQ#S(&'(1/:}(E&!I=1(&, 1 +:<&#1<&>&0$Q,&:(!
2:<!(E&I9'$&/. (E?(!,/@E(I'$,Q#$,/1&! (E&!?"$,Q0/IE, &:(!$D! (E&%'(2&30!%'() 3(%FS(E&I&!
2M1&(IK! .E&:! 2V'$&/=$)/ 1/ Q#$QSI&<! ($! 7<<#&II! (E&! #/IC! 211$/2(&<! BI(E! (E&! (E#&?(K! .E/I!
#&2(,&:(!1,?=1#7: @& D#S$,1<$/: @!:$(E/: @! S?"&Q(! (E&I#/ICT! ($!/:'0+</: @ #&\+/#&,&: (1 (E?(!,?=!
2>$/<ISHIH&<+ & (ELK

18\+/#8&,&:(12:20=1/11/1! @$?0! $#/&:(&<) GBI (Y TH'$:1/<&#&<1?11 2| E/ @E! 08$:88: |(E?(!
(E&!1=I(&,! ,+I(! D+OD/OK! 4ABE()3(%TH! (E&: #&D/:&<! /:($! 2! 1&(! $D! 0FBEHEO(,$7()$. | $#!

2 The text is taken from
https://lwww.datenschutzzentrum.de/guetesiegel/Privacy_Protection_Goals_in_privacy_and_data_protection_evaluat
ions_V05_20120718df
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IQ& /DI @$ABA+/#&<\($!, &&((EQI'&#: K!.E&#&I+0(:@'&: @/:&&H]: @ HE\+/#E, &ML
2HEQHSQSBI&<!($!7<GH (E&!Q& /DI @O

E&N&(ISDBE/=$)/. 17:<13'(/$'(&IP#8&I%S/:(0=1#&DE&HASFRU(1)& 7 '$c-($=$)/. K

E&I<&I/@:1QE?I& E?I! (E&!$-%& (/>&! ($!/<&: (/HHIRED! 31)/' 1T(E?(1 7#& <&I/@:&<! (3!, &&(!
(E&N%$'&/(1)&7!'$c-($=3)/. KI .E&= 2#&! #&?0/I&&-21+#&IK&I/@:&<! ($! ,&&(! (E&B3$..!
3(/$'(&12:<I-="$+: (&, &1+ #&II<&II @ :&<($!, &&( (ELB&/=$)/. K

E&IH&I+0(/:@!,$<&0VI1/00+(#2(AKB+ A&
!
REQ. ANALYSIS RISK MNGMT.
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Figure 9: SPEF Goal-oriented and Risk-based Requirement Elicitation

5$,,&() !
o _E/M&(/$:/N(?C&:!D#$,!"12"314eMMf

o 4:@/:&&HI:&&<! (B! +I&! @$?0! $#/&LLE=I<I' SQII/(/>&! (E/:Cl:@!>I!:&@?(/>&! (EMCT/:@T

E&=1201$!:8&<1+1&!71, &(E$<!(E?('0&?#0=!0/:CI|($WH/IC!,2:? @&, &: (1?:<!(E#&?(1?:?0=l/I

4.1.3.2 Operationalisation approach

3:1BQ&AWUS:20/1?(/1$:!1 ?QQ#S?'EN/N: &&<&<! ($! /<& ((B&! $QE&#? (/1$: 20 #&\+/#&,&: (IK! 3! :+,-&#!

SDNEQIN?#&): &&<&<

o (&Q!8) F&D/:/(/$:! $D! I'$Q&! $D! +1&! "?1&! S/:>&:($#=! $D! 1&#>/'&IP! ?QQO0/?(/$:IP! Q#/>?'=!
Q#/:'IQO&IP!0/I(!$DY(E#&?(IT!
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!

o (&QMIF&(?/0&<!+I&!"?1&!17:20=8I[?C&ES0<&#IPI<?(?!DO$BII2:<!($+EIQS$/:(IT

o (&QIV)! 2<&:(/D=! $Q&H?(/$: 70! #&\+/H#8&,&: (1! S-=!"2##=/.@! $+(! ?! (E#&?(! 2:20=I/1! ?:<! ?! @$?0
$#/&:(&<!?:?0=INT

o (&QMN3IS/?(&! QH>?D+:(/$:2011&#>/8

[

5%, &:( !
o E&N(&QI<&I'H/-&<'E&H&!?#&!(?C&: 3B, 6' UL U leNK
o 4:@/&&H!:&&<!($!-&! Q#$>/<&<!?! &(ES<S0$@=!DS#! $Q&#?(/$:20/1?(/$:! SIK&K!/<&:(/D/'?(,

$DISQ&H?(/$: 2018\ +/#&,&: (IT

4.1.3.3 Organisation Library

2:1 $H<&# ($! EQBQ&H?(/$:20/1?(/$(E&! DSO0$B/:@! C:$BO&<@8&! /Il $D!! /RAERI(?:!
$H@?:/1?(/3K

.E&!D$00$B/:@!Q#/:'IQO&I?#& /< &t@B¥&nxt)ind choice, purpose legitimacy and
JN(1$DIQ#/:'1QO&IN?:<! specification, collection limitation, data minimization, use, retention and disclosure
201$'/2(&<!"?(?0$@!$D! limitation, accuracy and quality, openness, transparency and notice, individual
@+/<&0/:&I1?:<!'#/(&/? | participation and access, accountability, information security, privacy compliance!

H@?:/12(/$:NES+0<!,2/:(?/:121'2(20$@!$D! @+/<&O0/:&I1?7: <1 1+" &'t/ (@2

) .E&!D$00$B/:@!'?(&@%#/&IISD(E#&? (' ?#& !/ cidkdBil &y Identifiability, Non-
5?(&@$H/&IISDI(E#&?(I!" repudiation, Detectability, Disclosure of information, Unawareness, Non-complianceK

21$/2(&<"2(20$@
H@?:/12(/$:NES+!,2/:(2/:121'2(20$@!$D! (E#&?(11?:<!(#&?(&, &t (IK

52(&@$H/&ISBI>?'=! .E&!D$00SB/: @!I&#>/'&I1?#&!<&: (@PH&em)kent, usage, validation, certification,
D+(/$:2011&#>/&11?:<! enforcement, security, interaction, accessK

211$/?(&<I"?2(?0$@ [H#@7?:/12(/$:1NES+0<!,2/:(2/:1?I'2(?0$@!$D! 1 &4 K|

5%,,&( !

o 52(?0$@!$D!(E4#&?(1!/11-?1&<!$:![2*FRZR! 0/I(1$D! Q#/:'IQO&IN/II-?1&<!1$:1 2;[I M 88D!
D& @SH/&IISD!&H>'&IN/I-21&4E2; 6 U 1U leNf

o [H@2N20$:N +I( &I+#&! (E?(! &@/&E&HIHEHI&) -&I(! Q#?'(/'&) 2:<! 2II$/?(&<!
(&'E:$0$@=K!31#&Q$I/($#=I$D!?11$'/?(&<!C:$B0&<@&!SRELBBDT!/I!

FEOEE1=!"(2&30!H%$'&/(1)&7!#$c-('$=$)/.1/1!"(2&30!:1)/'17. !

['&I$SQ&H#?(/5: 201 #&\+/#& & (I'E?>&!-&&:!1&0/'/(&<P!?'<&I/@:!QE?I&!,+I(!-&!"?##/8&<!$+(!(E?(10&?<!
(PUE&NQ&/D/?(1$:1$D!Q#/>?'=I"$: (#$0IK

4.1.4.1 Model integrating Architecture Decisions

E&I<&I/@::20=I/! QE?I&>$0>&I&/1/$:1! (E?(17:] 0&?<!(SH'E/(& (+#&! <& /I/$:1$#I'S6# !
SQ#/>?'=! &E?:/:@! FHE/(& (+#RABK! /:1(?:'&! (E&! <&II@:! $D! 2! Q#/>?'=1'$:(#$0! '2:1 /:>$0>&!
<&I$:1'S: &#:1:@1<?(?10$'2(/$: IBE/'EV/:1(+#:),2=], $</D=!(E&!I=I(&, I?#'E/(& (+#&

SHE/(&' (+H&K&I$: 1! ?2<<#&II ,?2/:0=] :$: D+:'(/$:?70! Q#/>?'=! #&\+/#&,&:(I! BE/O&! ;&#>/'&l!
?<<#&ID+:'(/$:?0!1Q#/>?'=1#&\+/#&, & @& !#&1+0(/: @!,$<&0!/ ' E$B& A/ +188K
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Figure 10: SPEF supporting PEARs and PETs

5%, &:( !
o C?1&<!$:1"431; eLfl
o SHE/&(+H#&! <&N$:! 2=1 E?>&! 21 @#&?(&#!1,Q7'(1 /! QH&I&H#>:@! Q#/>7'=K! .E&=!B/00! -&!
2'(+200=1 #&\+/H#&<! [:1 2:=! D+(+#&! 1$0+ (/S BIBQ#H/>?'=1 & E?:'/: @ (& E:$0$@/&IP! &K @KP!
2((#-+(&)-?1&<H&<E&: (/AP +OB?#(=""$,Q+(2(/$:PI&IK
o 4 ?,Q0&I!'$D! Q#/>?'=! Q#&I&H>/:@! I0:BERH/: @! PH'E/(& (+HEL/I/$: | 2#&H"3KF!
eY THS#I#4." eY ZK

4.1.4.2 Operationalisation

3:1BQ&#?(1$:20/1?(/1$:1?QQ#S?'ENN!: &&<&<!($!/<&:(ID=/(E&!Q#/>?'=!'$:(#$0K!3!:+,-&#! $D!(&QI! ?#&!
1&&<&<

(&QI8R<&:(/ID/'?(/HSDQ#H/>?'=""F#S0!'S.; T+I/:@!'Q#/>?'=I<&I/@:(#?(&@/&I
(&Q!MID!: & &<&<&:(/D/'?(/$:!$D1?#' E/(&' (+#&!<&'/l/$:1'S"431LIT
(&QY)D!&E&<&IR0+? (&I ?H'E/(&' (##&

(&QM)12<&:(/D/"?(/1$:1$D!IQ#/>?'=1Q? ((&#:I
(&QIN)!I4>?20+2(/$:1$DIQ#/>?'=1'$: (#$0!&DD &' (/>&: & IHSERE@KVQ#A? (/$: T
(&Q!I7)14>?20+2(/$:1$D!'$,Q0/?'&

E&!I'$:'&Q('SD! Q#/>?'=1Q?((&#:1 /' C&=K! 3! Q#/>?'=! Q?(@FHPH:! ?2#'E/(&'(+#&! ?1Q&(PI!
B&OO!'DH+:'(/$:?0!-&E?>/$+#!?21Q&N(IK

5%, & (I !

o ;(&QB!/II-?1&<!$:1d$&Q,?:! e8IK!;(&Q!MK!Y!?#&?1&<!$:1"431;! eLK(&Q!N/IN-?1&<!
$:1d$&Q,?:! e8IKI(&QNIN!-?1&<!$:1"12"314!1#&'S$,,&:<?(/$:I'! eMW;(&Q!7!(?C&I/:($!
?2"$+:(1Q#/>?'=1/,Q?'(1?1N&IN,&: ('S/K&K!/(1'?:1-&!-?1&<!$:2;[!M"8Y e ME

o 4:@/&&H#!:&&<!($!-&! Q#$>/<&<!?! ,&(ES<S0$@=!DS#! $Q&H#?(/$:20/1?(/$:! SIK&K!/<&:(/D/'?(,
$DQ#/>?'=1'$:(#30!?:<IBE&: 1 ?QQ#SQ#/?(&!/<&:(/D/"? (I8 BB (+#&&'/I/$:] T
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4.1.4.3 Organisation Library
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4.1.5.1 Phases and Processes

E& (?-0&! -&0$B<&I'#/-&I! (E&! ,?/:! QE?I&I! $D! ?! Q#/>?'=! & @/:&&#/:@! ,&(E$SRIAEE=
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"> =IHE\HH8, &: (117:20=I/QH#S &I 0&>&0! Q#/>7'=1 2:20=I/IP! Q#/>7?'=! #&\+/#

$Q&H#?(/$:20/12(/$:P10&@?0!'$,Q0/2:'&
F&II@t "H>7'=I2#'E/(& (+#201<&1/@:1Q#$ &I "#/>7'=15$:(#$0! F&I/@:P! "431! 3#E/(&'(+

1,Q?'(1  &>?20+?2(/$:P! "#/>?'=l 4:E?!.@!
F&(?/0&<!F&I/@:

2,Q0&,&:(?(/$:1 "#1>2'=11,Q0&, & (?(I$ 1 Q#S &I "#1>2'=1], Q0&,&:(?(/$: !

H&H#IDI"2(I$: "#1>2'=IH&HIDI 2 (/$: I QH#S &l "#/>7'=1 5%:(#$0! H&H/D/"?(|BR+:(?-/0/(=P!
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2QQ0/2(/$:|Q#I=R&I( IQ#?' (/' &IH&'S@:/IN&<!-=(E&ISH@?:/h?2(/$:1 2#& ) ($#&<PI$H D#S,|BE/'E!(E&=!
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(E&I[*AI'$: (& (IK! !

Organisation Normative Framework

Application Roles,
Business Regulatory Technological . ggﬁcations responsibilities
context context context pre osito and
P Yy qualitifications
———————————————— - e e e |

Organisation Application Privacy |
Control Library !

Processes related to Application
Privacy

Application Life Cycle Privacy Reference Model

Figure 11: SPEF Organisation Normative Framework

ASH#! (E&! Q+#QS$I&IISD!'$##&'(0=12<<#&II/:@! 2QQO/ (/S SIBHHRED: | $#@?:/h2(/$:| [ES+0<!
E?>&1?ID$#,201[*Al'$:(?/:/: @!(E&!D$00$B/: @"'$,Q%:&:(1)

o +I&INS:(& (I !

o H&E@+0?($H="$:(& (I

o (&E:$0$@/?0!'$:(& (I

o 2QQ0/?2(/$:1Q&/DI'"?2(I$:11#&QS$I/($#=]

o HS0&IPH&IQS:I/-/0/(/&I1?:<N\+20/D/2{/$: Il

o $#@7?:/h?(/$:13QQ0/ 2(ESB: (HSO!)/-#2#=ISIK&KIQ#/>?'=I'$:(#$0ITI

o QHS&II&IH&ZO?(&<!($17QQ0/2(/$:1Q#/>7'=|

o 3QQ0/?(/$:I"#/>7'=1]/D&I5="0&!1&DE&H&: &N$<&0

13 A privacy engineering framework standard could be based on 1ISO27034, extended to application privacy
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4.2 Privacy Engineering Principles
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&:D$HEPI<&, $:I(#?(&T!

J2*FEX*! (E#&?(! ?:20=1/I1&K @HKC?-/0/(=B%&: (/D/?-/0/(=P! B8&Q+</?(/$:P! F&(&'(?-/0/(=P!

F/I'0$I+#&!$D!/:D$#,?(/$:P!X:?B?#&: &IIP!'88,Q0/?:'& T
;&0&'(&<!<&>&0%Q,&: (!, &(E$<$G$@
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o ($1>70/<?(&!"12"314!>/&BQS/:(I<+#/: @(E&! (+<=1Q&H#/$<
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JuvsSZ AE{ESVVER

A? &BS#HC!'?2:1-&I#&O0? (&<(BR!& _/I(/: @'#&DE&H#&:'&I

2;['M"899+!
"#1>?'=1D#?,&BS#(

The privacy engineering framework should extend 29100 with an
engineering viewpoint

2;['M"898!-! M 898!Q#3$>/dI?#'E/(&'(+#&!D#?,&B$#HCIDS#!125.11=1(&, INE?(1Q#3$'&
"H#/>?'=] "22K12(1Q#$>/<&!?!'$,Q%:&:(1>/&BQS/: (1'$:1/1(/: @' $SD WEHLEL P 21 Q#/>
SH#'E/(&'(+#&! 1&((/:@'0?7=&#P!?:1/<&AIK!?" &I, ?:? @&, &: (10?=&#P1?1"2210 M &#
D#?,&B$#C The privacy engineering framework can use 29100 as a reference for an
architecture frameworkKl!

2;[' M8Y~N-! M 8YN<&I'#/-&I'?1Q#$'&INN($!?1&INE&!Q$(&:(/?0Y/,Q?'(I'$D!?!=I(&,!/
"#1>?7'=12,Q?'(! SH<&H#!(P(#&?(1Q#/>?'=1#/ICK

?(;LIDI-I(?L/I:EL(:)(/!:&I 29134 can be used in the risk management part of a privacy engineering

frameworkKll

2;['M"8N8-15$<&!

M 8NEDDE&HI!@+/<?:'&!$:1?1-#$?<I#?2: @ &ISD!/: DS#,?(1$:11&'+#/(=17:1

SDIQ#?'(/'&ID$#! | Q#B(&'(/$:!'S: (#$0K
Q&#1$:?00=! 29151 can be used in the design part of a privacy engineering frameworkK
[<&:(/D/?-0&!
[:D$#,2(/$:!
2;['MZ9Y-! MZIYM/N?2N&(ISDN(?:<?#<4DFD!1$:1?7QQ0/?(/$:11&'+#/(EK
3QQO/?(/3:! All the standards are references that can be used to cope with security
1&'+#/(2 . . .
associated with data protection.
MZIYB!<&D/: &I 1Q?#(/'+0?#12:1$#@7?:/h?(/$:: $#,(D#7?,&B$#C))!
D#?,&B$#C!BE&#&!?00!?QQ0/ ?(/$:N&'+#/(=!-&I('Q#?'(/'&I'#&'$ @ :/h;
$H@?:/h?(/$:1?#& ($#&<P!$#!D#3,'BE/'E!(E&='B/00!-&!#&D/: &<!$#!4
'S, QA1 &I &IN&:(/?0"'$,Q%:&: (IPIQ#S'&II&INE?(1+(/0/h & (E&I&!
'$,0%:&:(IP1?2:<IQ#$'&II&I'D$#R:?@/: @ (E&![*Al/(1&0ODK
The privacy engineering framework can also extend this organization
normative framework to integrate privacy best practices, as showed in
Figure 11K
2;['"*"M989-! (2:<?H<IDSH A E/(&' (+H&!\<&I'#HIQ(/$:1'$D!=I(&,1'?:<I$D(B?#&K!M"§
=1(&,117?:<! +I&I112;['"M989K
SD(/B;#&iI/ | Any item in a privacy engineering framework referring to an architecture
@/ @! description should use 1S042010.
S#'E/(&'(+#&
2;['8NMLIE =1(& 14 @1 &&H#:@!(?:<?#<V'$>&HA/. @ Q#P ' &II&I!?:<!0/D&!"='"0&H(? @
;=1(&,')/D&!5="0&!

Any item in a privacy engineering framework referring to a system
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"#E'&I&I!

process and life cycle stages should use ISO 15288.!
2;['8MM9oB (2:<?#<ID$#NSD(B?#&!0/D&!"'='0&! Q#$'&II&IK
iggrzgr']/ D&!5= Any item in a privacy engineering framework referring to a software life

cycle process should use ISO 122087 .\

5*2]1Q#/>?'=!#/IC!
2?2@&,&:( !

E&I5*2]I#/1C1,?2:?@&,&:('eMZN Q#$>/<&IIQ#?' (/70! @+/<&0/:&I'D$#!(
1,Q?'(1?MN&I,&:(IK !

These guidelines can be used for risk management in Figure 9 and
integrated in the organisation normative framework in Figure 11.

*2: 1#&Q$H(

E&I*2: 1#&Q$H#(1<&D/:&IIQHS(& (/$:1$-%& U/>&IK

These protection objectives could be the one defined in the Privacy
Engineering framework.

E&*2; 1#&Q$#H(I<&D/:&I1?#/1C!,?2:? @&, &:(1?QQ#B?'EK

These guidelines can be used for risk management in Figure 9 and
integrated in the organisation normative framework in Figure 11.!

[3;2; 6ULU !

(70 <?H<I<&I'#/-[:@!?),&(ES<$0$ @HB$H?'=1?:20=I(B!/<&: (/D=!
2QQHSQH/2(&ISQEH?(/$:201Q#/>7'=1,2:2 @&, &:(ID+:(/$:?0/(=17:<!
1+QQS$#(1:@!,&'E?:/1,1 K

A number of concepts in OASIS-PMRM could be integrated in the privacy
engineering framework (e.g. touch points).

OASIS-PMRM can be used for privacy analysis and integrated in the
organisation normative framework in Figure 11.

[3;2; 6-F 64!

53, /((&&'BSHC/: @!$:|Q#S>/</1@H/>?'=1 @$>&#:?:'&!?:<I<$'+,&:(?(/$:)]

Standards developed by OASIS-PbD-SE can be integrated in the
organisation normative framework in Figure 11.

4F";12"4* |

5$,,+:/(=10&<!-=14F"; ¥"KI3IB$#CIESQ!($SC!Q0?'&!/:IR+:&!MISN!B/(

0/>&I(#8&2,&R&INS:1! $:11(?:<?#</h?(/$:EPIBE/'EI0&<!($!(BS!?'(/$H)

o 5#&?(/$:1$DI?IB/C/I$:IQ#/>?'=11(?:< %<

o .?ICID$#&!S3:($:/$!0+:@P!3'E/,|00?-+:<&P!30& _?:<&#!d?:DD1
21(2(&,&:(1$:/(E&!:&&<ID$# ?12'=1&: @/ &&H#/: @ D#?, &BS#C

lAction in progress — This document will be shared within the task force

U2.141Q#/>?'=!
& @/ &&H#:@!

&'E:I?0! Q?Q&HMIFE/@QEDE(:@' (E&! :&&<! ($! (?C&! ?:! & @/:&
>/&BQS/:(! ($! /:(&@#?(&! &0&,&:(I! I+'E! 21! 2! Q#/>?'=! (&I(/: @P! &

4 https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/IPEN
!5 https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/IPEN/IPEN_Workshop_2015
16 Seehttp://ipen.trialog.com/ContactAntonio.kung@trialog.corfor an account
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D#?,&B$#C 1&:1/(/>&! <&I/@:! <&'/II$:IP! Q#/>?'=! #&\+/#&,&:(I! 7:<!'$:(#$0! 1&0&' (4
?:<l=I(&,'D$'+&<#/ICI?1&II,&: (K!

The privacy engineering framework should contain these elements. The
Strawman privacy engineering framework contains them.

5&:(#&ID$#! E/:CI(2:CYE?(IE21Q+-0/IE&<!<$'+,&:(I!$:1Q#/>?'=1#/IC!, 2:? @&, &

. ’7 . 'll l=|
2:D3#,2(/$:1"$0/=! These documents can influence the risk management part of privacy and

? |
Lgéd;%zlg $Q | be taken into account in practices that are integrated in an organization
"#/>°:—'l/-IC-'- normative framework as in Figure 11.!
U?:?2@&,&:(!

7 https://www.hunton.com/files/Uploads/Documents/Centre/Role_of Risk_Management_in_Data_Protection.pdf
andhttps://www.informationpolicycentre.com/files/Uploads/Documents/Centre/A - Risk
based Approach to Privacy Improving Effectiveness nactite.pdf
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&(ES<$0$@=! '?:! -&! [:(&@#?(&<! /:($! & /I(/:@" ,&(ES<$0$@/&IK! .E&! PQQHS?'E! /Il ($! I(#t+'(+#&!
"12"3141Q#/>7'=1& @/:&8H#/: @, &(E$S<S0$@=!/:($! ?!1&(1$D! Q#S$'&II&IN(E?(I'?:1-&!/:(&@#?(&<! (E&I&
,&(E$<$0$@/&IK

A2.1 Software and system engineering methodologies

6QEORR/$'A&T7

The concept of the waterfall model was first formally described in Royces’s 1970 article!leM F+(!
</<:$(I+HI&N(E&!N(&H#,!B?(&#DP0O0K

1$="&1<&D/:&<!?!'$, $:11&(I$D!I(&QI!($!?00!'S, Q+(&#!1<&>&0$Q,&:(IQ#$'&lI)

Implementation

]
Figure 12: Waterfall methodology phases

PRIPARE’s metho<$0$@=!B/00!E?>&! ($! Q#$>/<&! 210/:&2#120(&#:2(/>&BI(E18\+&: (/20 [(&QII$!/(1'?
2(E! (EN! ,&(E$<$0$@=K! ;(&QI! IE$+0<! -&! @#$+Q&<! /:($! &\+/>70&:(! I(?@&I!; HF(E&! "
&(E$<$0$@='D$#!?!1&?,0&110=!, &(ES<$0$@=!/:(&@H#?(/$:K!

6QEOEMM&/(281'()3'$=$)/&7 !

G/>&: 1 (E&!0/,/(?(/$:1! $D! (E&! B?(&#D?00! ,$<&0! 1$,&! ,$</D/ MiGHE, ?<&! ($!,2C&! ?! $#&!
+12-0&17:<1#&20/1(/'!, $<&OK
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Implementation

Deployment

=3
4

Evaluation

Figure 13: Iterative methodology phases
E&N(&#?(1>&!,$<&0'E?IN$,&!-&:&D/(I/(E?(/(E&!B?(&#D?00!,$<&0!0?'Cl)
o  2:(&#,&</?(&!<&0/>&#=1(&QIP!&:?-0/:@(E&!, &?1+# LSO ER(B/(E!(E&!Q#$%&'(!@$ 0l
o +QQ$A(I'#&D?'($#/:@P!&:?-0/:@!-&((&#! <&/ @:
e Uses developer and user’s feedback;!

6QEOELM/0%$!

E&! $#/@/:20! Q+#Q$I&! $D! (E/I! ,$<&OBHAGH?(&! :¥D/:20D#$Q$I?01! D$#! (E&! <&I/@:! $D! (E&!
1=1(&,!-=! (#=/:@" (E&: ! $+(1 #2(E&H! (E?:! /:(&HO@R(I! <&I'#IQ(/$:IK! 2(1/11 201$! +1&D+0! ($! Q#&I&:(!
Q#$($(=Q&I (B! &: <! +I&HI IS (E&=!"2:1 (LHE, 17:<!/:Q+(! (E&/H# D&&<-?'C!-&D$#&! (E&! Q#$<+'(/$:!
M<&>&0$Q&<K

A Cumulative cost

l.Determine Progress 2. Identify an
objectives /_--—"—__* resolve risks

Review

n perationa
rototype 1Prototype 2prototype

i
"
M gemments Detailed
wil P kS

WVerification
& Validation

Imple mentation
4. Plan the Release
next iteration 3. Development
and Test

Figure 14: Prototype methodology phases [30]
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6QEOBYTS
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[+, P1O7:-2:17- <|&_(#& &IQ#$@#° /@K
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Product backlog Sprint backlog
((User story ) ((User story ) Working and
User sto User stor deliverable
increment of

User sto User story
(WUser story ) (Userstory ) — » e

User sto Sprint

|

Figure 15: Scrum methodology phases
|

A2.2 Project management methodologies
" #$%&'(1,?:? @&, &:(R(E$S<$0$@/&I!'?:1-&!+1&<!($!'$,Q0&,&: (1<8&>&0$Q,&: (!, &(E$S<$0$ @/&IK

6QEQHECKHS!

E&! "U2! S"#$%&' (1 U?:2@&,&: (! 2:1(/(+(&T! <&>&0$Q&<! (E&! "Uc[On! @+/<&! /1 2:1 2((&,Q(! ($!
<$'+,&:(1 2V |(2:<2H<! (&#,/:$0$@=! 2:<! 2! '$,Q8&:</+,] $D! @+/<&0/:&I! 2:<! @$$<! Q#?'(/'&I! D$#!
QH#$%&(1,2:7@&, &K
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Figure 16: PMBOK process and knowledge matrix
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Figure 17: PRINCE2 seven processes
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