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-=!bGN!?:<!?!'?00!D$#!'$:(#/-+(/$:I!-=!3+@+I(!M98N!B?I!,?<&K!

.E/I!<$'+,&:(! /I! (E&! '$:(#/-+(/$:!$D!"12"314K!2(! /I! '$6?+(E$#&<!-=!3:($:/$!O+:@P!5E#/I($QE&!
R$+>#?=!S.#/?0$@TP!*/'$0?I!*$(?#/$P!30-&#($!5#&IQ$!S3($ITP!;?,+&0!U?#(/:P!R$IV!<&0!W0?,$!SX"UTP!
5?#,&0?!.#$:'$I$!SG#?</?:(TP!-+(! (E&! '$:(#/-+(/$:!$D!?00!$(E&#!Q?#(:&#I! /I!?'C:$B0&<@&<K!.E&!
<$'+,&:( !/I!I(#+'(+#&<!?I!D$00$BI)!

x ;&'(/$:!M!&_Q0?/:I!(E&!Q$I/(/$:/:@!$D!?!Q#/>?'=!&:@/:&&#/:@!D#?,&B$#C!?:<!(E&!,$(/>?(/$:!
D$#!(E&!IQ&'/D/'?(/$:!$D!I+'E!D#?,&B$#CK!

x ;&'(/$:!Y!I+,,?#/I&I!(E&!>?#/$+I!&_/I(/:@!'$:(#/-+(/$:I!#&0?(&<!($!Q#/>?'=!&:@/:&&#/:@K!
x ;&'(/$:!^!Q#$>/<&I!(E&!IQ&'/D/'?(/$:!$D!?!I(#?B,?:!Q#/>?'=!&:@/:&&#/:@!D#?,&B$#CK!
x ;&'(/$:!N!'$:'0+<&I!$:!(E&!Q$(&:(/?0!$D!?!*b2"!$:!Q#/>?'=!&:@/:&&#/:@!D#?,&B$#CK!
x 3:: &_!8!IE$BI!E$B!(E/I!'$:(#/-+(/$:I!(?C&I!/:($!?''$+:(!(E&!#&D&#&:'&I!0/I(&<!/:!(E/I!I(+<=!

Q&#/$<!(&#,I!$D!#&D&#&:'&K!
x 3::& _! M! IE$BI! E$B! (E/I! '$:(#/-+(/$:! (?C&I! /:($! ?''$+:(! &_/I(/:@! I$D(B?#&! ?:<! I=I(&,!

,&(E$<$0$@/&IK!
!

!
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Q �W�Œ�]�À�����Ç���&�Œ���u���Á�}�Œ�l���À���Œ�•�µ�•���W�Œ�]�À�����Ç�����v�P�]�v�����Œ�]�v�P���&�Œ���u���Á�}�Œ�l!

2.1 About Frameworks 
. E&!(&#,!D#?,&B$#C!/I!<&D/:&<!?I!D$00$BI)!

x ?! I=I(&,!$D!#+0&IP! /<&?IP!$#! -&0/&DI! (E?(! /I!+I&<! ($!Q0?:!$#!<&'/<&! I$,&(E/:@)!&K@K!?!0&@?0!
D#?,&B$#C!D$#!#&I$0>/:@!</IQ+(&I!S5?,-#/<@&!$:0/:&!</'(/$:?#=T!

x ?! I&(! $D! ?II+,Q(/$:IP! '$:'&Q(IP! >?0+&IP! ?:<! Q#?'(/'&I! (E?(! '$:I(/(+(&I! ?! B?=! $D! >/&B/:@!
#&?0/(=!SBBBK(E&D#&&</'(/$:?#=K'$,T!

x 3!-?I/'! I(#+'(+#&!+:<&#0=/:@!?!I=I(&,P! '$:'&Q(P!$#!(&_()!&K@K!(E&!(E&$#&(/'?0!D#?,&B$#C!$D!
Q$0/(/'?0!I$'/$0$@=!SBBBK$_D$#<</'(/$:?#/&IK'$,T!

2;[! M`899!e8f!<&D/:&I! ?! Q#/>?'=! D#?,&B$#CK! 3I! I(?(&<! /:! (E&! I(?:<?#<P! /(!Q#$>/<&I!a privacy 
framework which!!

x specifies a common privacy terminology; 
x defines the actors and their roles in processing personally identifiable information (PII); 
x describes privacy safeguarding considerations; and 
x provides references to known privacy principles for information technology. 

e2;[M`899f!/I!?QQ0/'?-0&!($!:?(+#?0!Q&#I$:I!?:<!$#@?:/h?(/$:I!/:>$0>&<!/:!IQ&'/D=/:@P!Q#$'+#/:@P!
?#'E/(&'(/:@P! <&I/@:/:@P! <&>&0$Q/:@P! (&I(/:@P! ,?/:(?/:/:@P! ?<,/:/I(&#/:@P! ?:<! $Q&#?(/:@!
/:D$#,?(/$:! ?:<! '$,,+:/'?(/$:! (&'E:$0$@=! I=I(&,I! $#! I&#>/'&I K! "?#?QE#?I/:@! (E&! D#&&!
</'(/$:?#=! <&D/:/(/$:P! 2;[M`899! (E&#&D$#&! Q#$>/<&I! (E&#&D$#&! ?! I&(! $D! ?II+,Q(/$:IP! '$:'&Q(IP!
>?0+&I!?:<!Q#?'(/'&I!D$#!Q#/>?'=!/:!$#@?:/I?(/$:I!<&?0/:@!B/(E!Q&#I$:?0!<?(?8K!

.E&! ;(+<=! Q&#/$<! $-%&'(/>&! /I! ($! ?II&II! BE&(E&#!a privacy engineering framework! /I! :&&<&<!
which!!

x specifies a common privacy engineering terminology; 
x defines the actors and their roles in the engineering of systems processing personally 

identifiable information (PII); 
x describes considerations on engineering privacy safeguards; and 
x provides references to known privacy engineering principles for information technology. 

"?#?QE#?I/:@! (E&! D#&&! </'(/$:?#=! <&D/:/(/$:P! 2;[M`899! (E&#&D$#&! Q#$>/<&I! (E&#&D$#&!a set of 
assumptions, concepts, values and practices for privacy in organisations dealing with personal 
data!BE/0&!?!I(?:<?#<!$:!?!Q#/>?'=!&:@/:&&#/:@!D#?,&B$#C!B$+0<!Q#$>/<&!a set of assumptions, 
concepts, values and practices for privacy engineering in organisations dealing with personal 
data.!

2.2 Positioning Privacy Engineering in Organisations 
A/@+#&!8!/00+I(#?(&I !BE?(!B&!-&0/&>&!?#&!&II&:(/?0!&0&,&:(I!$D!Q#/>?'=!/:! $#@?:/I?(/$:IK!.E&!0&D(!
Q?#(!IE$BI!/,Q$#(?:(!$#@?:/I?(/$:!$-%&'(/>&I)!

x /:(&@#?(/:@!(E&!'$:'&Q(!$D!Q#/>?'=!/:!$#@?:/I?(/$:IP!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
1 29100 actually refers to PII: personally identifiable information instead of personal data. 



"12"314! 5$:(#/-+(/$:!($!;(+<=!"&#/$<!$:!"#/>?'=!4:@/:&&#/:@!A#?,&B$#C! >8K9!

!

97J9LJM98N! 25.678978Y! L!

x /:(&@#?(/:@!(E&!'$:'&Q(!$D!Q#/>?'=!/:!(E&!&:@/:&&#/:@!$D!I=I(&, IK!

. E&!'&:(#&!Q?#(!IE$BI!(B$!/,Q$#(?:(!>/&BQ$/:(I)!

x (E&! , ?:?@&,&:(! >/&BQ$/:(P! BE/'E! D$'+I&I! $:! &0&,&:(I! SQ#$'&II&IP! Q#?'(/'&IP! '$:'&Q(IT!
BE/'E!?#&!/,Q$#(?:(!($!,?:?@&#I!/:!(E&/#!?'(/>/(/&IP!

x (E&!&:@/:&&#/:@!>/&BQ$/:(P!BE/'E!D$'+I&I!$:!&0&,&:(I!S&:@/:&&#/:@!#&\+/#&,&:(IP!<&I/@:P!
/,Q0?:(?(/$:P! >&#/D/'?(/$:P! ,?/:(&:?:'&T!BE/'E! ?#&! /,Q$#(?:(! ($! &:@/:&&#I! /:! (E&/#!
?'(/>/(/&IK!

. E&! #/@E(! Q?#(!IE$BI! /,Q$#(?:(! Q#$'&II!'$:'&#:I ! ($! -$(E! ,?:?@&#I! ?:<! &:@/:&&#I)! #/IC!
?II&II,&:( P!I=I(&,!<&>&0$Q,&:(P!?:<!I=I(&,! '$,Q0/?:'&) !

x #/IC!?II&II,&:( !D$'+I&I!$:!\+?:(/D=/:@!Q#/>?'=!#/ICI!/:!I=I(&,I!<&?0/:@!B/(E!Q&#I$:?0!<?(?!
?:<!,/(/@?(/:@!(E&,!-=!#&<+'/:@!(E&/#!0/C&0/E$$<!$#!(E&/#!'$:I&\+&:'&IP!

x I=I(&,! <&>&0$Q,&:(! D$'+I&I! $:! IQ&'/D=/:@!?:<! /,Q0&,&:(/:@! (&'E:/'?0! I$0+(/$:I! D$#!
Q#/>?'=! '$:(#$0! /:! I=I(&,I! <&?0/:@! B/(E! Q&#I$:?0! <?(?K! ;=I(&,! <&>&0$Q,&:(! '?:! /:>$0>&!
<&'/I/$:I!($!/:(&@#?(&!I+-6I=I(&,I!I+QQ0/&<!-=!(E/#<!Q?#(/&IP!

x I=I(&,!' $,Q0/?:'&!D$'+I&I!$:!&:I+#/:@!(E?(!?:!$#@?:/I?(/$:!/I!<$/:@!BE?(!/I!&_Q&'(&<!?:<!
(E?(!I=I(&,I! <&>&0$Q&<! B/(E/:! (E&! $#@?:/I?(/$:I! ?#&! <$/:@! BE?(! /I! &_Q&'(&<K! ;=I(&,!
'$,Q0/?:'&!/:>$0>&I!'E?00&:@/:@!Q#$'&II&I!I+'E!?I!Q#/>?'=!Q#$(&'(/$:!?II+#?:'&P!&>?0+?(/$:!
?:<! >&#/D/'?(/$:K! ;=I(&,! '$,Q0/?:'&! ?00$B!&_(&#:?0! I(?C&E$0<&#I! S&K@K! '$:I+,&#IP! Q$0/'=!
,?C&#IP!Q#$'+#&#IT!($!?II&II!BE&(E&#!(E&=!'?:!(#+I(!(E&!$#@?:/I?(/$:!?:<J$#!(E&!I=I(&,IK!

!
Figure 1: Essential Privacy Elements in Organisations 

A/@+#&!M! IE$BI! &_?,Q0&I ! $D!E$B! Q#/>?'=! '?:! -&!I+QQ$#(&<!D#$, ! ?! ,?:?@&,&:(! >/&BQ$/:(!
(E#$+@E(!(E&!+I&!$D!I(?:<?#<I!$#!@+/<&0/:&I)!

x 2;[! M`8Y^!eMf! /I! ?! #&D&#&:'&! (E?(! '?:! -&! +I&<! -=! ,?:?@&#I! ($! &:I+#&! (E?(! Q#/>?'=! #/IC!
,?:?@&,&:(!/I!'?##/&<!$+(K!5*2]!Q#/>?'=!/,Q?'(!?II&II,&:(!eYf!$#!(E&!I,?#(!@#/<!(?IC!D$#'&!
<?(?!Q#$(&'(/$:!/,Q?'(!?II&II,&:(!(&,Q0?(&I!?#&!$(E&#!&_?,Q0&I!e^fP!

x [3;2; 6"U1U! eYf! /I! ?! #&D&#&:'&!(E?(! '?:! -&! +I&<! -=! ,?:?@&#I! ($! &:I+#&! (E?(! Q#/>?'=!
?:?0=I/I! S/K&K! /<&:(/D=!?QQ#$Q#/?(&! $Q&#?(/$:?0! Q#/>?'=! ,?:?@&,&:(! D+:'(/$:?0/(=! ?:<!
I+QQ$#(/:@!,&'E?:/I,I T!/I!'?##/&<!$+(P!

x 2;[!M`8N8!e7f!/I!?!#&D&#&:'&!(E?(!'?:!-&!+I&<!-=!,?:?@&#I!($!&:I+#&!(E?(!?!B&006C:$B:!0/I(!
$D!Q#/>?'=!'$:(#$0I!/I!+I&<K!
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Figure 2: Management Viewpoint of Process Concerns 

A/@+#&!Y!IE$BI!&_?,Q0&I !$D!E$B!Q#/>?'=! '$+0<!-&! I+QQ$#(&<!D#$,!?:!&:@/:&&#/:@!>/&BQ$/:(!
S,$I(!#&D&#&:'&I!?#&!#&I&?#'E!Q#$Q$I?0!–!(E&=!,/@E(!:&&<!,?(+#?(/$:!-&D$#&!?<$Q(/$:T)!

x ]2*FFX*! eZf!/I!?!,&(E$<$0$@=!(E?(!'?:!-&!+I&<!-=!&:@/:&&#I!($!/<&:(/D=!(E#&?(I!?:<!<&I/@:!
,/(/@?(/$:! I$0+(/$:IK! 2(! Q#$>/<&I! ?! 0/I(! $D! (E#&?(! '?(&@$#/&I! ($! '$:I/<&#! S]/:C?-/0/(=P!
2<&:(/D/?-/0/(=P! *$:6#&Q+</?(/$:P! F&(&'(?-/0/(=P! F/I'0$I+#&! $D! /:D$#,?(/$:P! X:?B?#&:&IIP!
*$: 6'$,Q0/?:'& TK!]2*FFX*!&_Q0?/:I!($!&:@/:&&#I!E$B!($!IQ&'/D=!?!I=I(&,!+I/:@!<?(?!D0$B!
</?@#?,IP!?:<!($!/<&:(/D=!?:<!,/(/@?(&!(E#&?(I!+I/:@!&0&,&:(I!$D!(E&!</?@#?,IK !

x "431; ! eLf! &_Q0?/:I! E$B! ($! IQ&'/D=! ?:! ?#'E/(&'(+#&! BE/'E! /,Q#$>&I! Q#/>?'=! +I/:@!
?#'E/(&'(+#&!'$:'&Q(I! I+'E! ?I! \+?0/(=! ?((#/-+(&IP! ?#'E/(&'(+#&! (?'(/'IK! 2(! /I! -?I&<! $:!
5?#:&@/&6U&00$:! B$#C! $:! I$D(B?#&! ?#'E/(&'(+#&!e`fK! 2(! Q#$>/<&I! ?! 0/I(! $D! ?#'E/(&'(+#&!
I(#?(&@/&I! SU/:/,/I?(/$:P! 4:D$#'&,&:(P! .#?:IQ?#&:'=P!U$</D/?-/0/(=TK! "431;! &_Q0?/:I! ($!
&:@/:&&#I!E$B!($!IQ&'/D=!?:<!&>?0+?(&!?:!?#'E/(&'(+#&!+I/:@!\+?0/(=!?((#/-+(&IP!?#'E/(&'(+#&!
I(#?(&@/&I!?:<!(?'(/'IK!!

x d$&Q,?:! e89f!&_Q0?/:I!<&I/@:!I(#?(&@/&I!-=!/<&:(/D=/:@!<?(?!$#/&:(&<!I(#?(&@/&I!S,/:/,/h&P!
E/<&P! I&Q?#?(&P! ?@@#&@?(&T! ?:<! Q#$'&II! $#/&:(&<! I(#?(&@/&I! S/:D$#,P! '$:(#$0P! &:D$#'&P!
<&,$:I(#?(&TK!d$&Q,?:!<&I'#/-&I! ($!&:@/:&&#I!E$B! ($!<&I/@:!?! I=I(&,!+I/:@!?! :+,-&#!
I(#?(&@/&I!?:<!E$B!($!/,Q0&,&:(!#&+I?-0&!I$0+(/$:!S'?00&<!Q#/>?'=!Q?((&#:ITK!

x 3@/0&! <&>&0$Q,&:(! ,&(E$<$0$@=!e88f!/I! ?! <&I/@:! ,&(E$<$0$@=!BE/'E!D$'+I&I! $:! D0&_/-0&!
?:<! &>$0+(/$:?#=! <&>&0$Q,&:(K!2(! &_Q0?/:I! ($! &:@/:&&#I! E$B! ($! <&>&0$Q! Q#$($(=Q&I! (E?(!
'?:!/(&#?(/>&0=!&>$0>&!/:($!/,Q#$>&<!>&#I/$:IMK!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
2 Note that the integration of privacy engineering into Agile methodologies is a challenge because of the lack of a 
design phase  



"12"314! 5$:(#/-+(/$:!($!;(+<=!"&#/$<!$:!"#/>?'=!4:@/:&&#/:@!A#?,&B$#C! >8K9!

!

97J9LJM98N! 25.678978Y! 89!

!
Figure 3: Engineering Viewpoint of Process Concerns 

4_?,Q0&I! /:!A/@+#&!M! ?:<! A/@+#&!Y! ?#&!/00+I(#?(/>&K! .E&=! ?#&!:$(! ,&?:(! ($! -&! <&D/:/(/>&!
'?(&@$#/I?(/$:K!;(?:<?#<I!I+'E!?I!2;[!M`8Y^P![3;2;6"U1UP!2;[!M`8N8!?#&!?0I$!+I&D+0!D#$,!?:!
&:@/:&&#/:@! >/&BQ$/:(K! A$#! /:I(?:'&! [3;2; 6"1UU ! &_Q0?/:I! ($! &:@/:&&#I! E$B! ($! ?QQ0=! ?:!
/(&#?(/>&!Q#$'&II!($!/<&:(/D=!Q#/>?'=!D+:'(/$:I!?:<!?II$'/?(&<!#&\+/#&,&:(IK!

.E&! </DD&#&:'&! -&(B&&:! ?! ,?:?@&,&:(! >/&BQ$/:(! ?:<! ?:! &:@/:&&#/:@! >/&BQ$/:(! /I! (E&!
D$00$B/:@!

x U?:?@&,&:(!D$'+I&I!$:!BE?(! I=I(&,! /I!<&>&0$Q&<!?:<!$:! 'E&'C/:@!(E?(! /(! /I!<&>&0$Q&<!
Q#$Q&#0=!

x 4:@/:&&#/:@!D$'+I&I!$:!E$B!?!I=I(&,!/I!<&>&0$Q&<!?:<!$:!(&I(/:@!/(!Q#$Q&#0=K!

2.3 Why a Privacy Engineering Framework? 

QEUEO M$$,!A1'!:1)2$'*$)3$!1A!@$'=.!

3! :+,-&#! $D! '$:'&Q(I! ?:<! Q#/:'/Q0&I!D$#! Q#/>?'=! &:@/:&&#/:@!E?>&! -&&:! <&-?(&<!/:! (E&! 0?I(!
=&?#IP!D$#!/:I(?:'&!

x Q#/>?'=6-=6<&I/@:! Q#/:'/Q0&I!SQ#/>?'=6-=6Q$0/'=P! Q#/>?'=6-=6?#'E/(&'(+#&!e8MfP! ,/:/,/h?(/$:!
e8YfP!&:D$#'&,&:(P!(#?:IQ?#&:'=!e8^fTP!

x Q#/>?'=!Q#$(&'(/$:!$-%&'(/>&I!SQ#&</'(?-/0/(=P!,?:?@&?-/0/(=P!</I?II$'/?-/0/(=!e87fT!$#!Q#/>?'=!
&:@/:&&#/:@!$-%&'(/>&I!S+:0/:C?-/0/(=P!(#?:IQ?#&:'=P!/:(&#>&:?-/0/(=!e8NfT!

b&! -&0/&>&! (E?(! &! .$7$3/(1)! &),! &! 31)2$'*$)3$! 1A! /$'=. ! /I! :&&<&<K! A+#(E&#P!(E&! #&0?(/$:!
between those terms and other concepts need to be explained (e.g. Ann Cavoukian’s privacy 
Q#/:'/Q0&I!e8Lf!>&#I+I!2;[!M`899!Q#/>?'=!Q#/:'/Q0&I!e8fTK!.E/I!'$+0<!-&!(E&!$-%&'(/>&!$D!?!Q#/>?'=!
&:@/:&&#/:@!D#?,&B$#CK!

QEUEQ M$$,!A1'!I-(,&)3$ !

U$I(! #&D&#&:'&I!($<?=!SI(?:<?#<IP!@+/<&0/:&IT!?#&! ,?:?@&,&:(!$#/&:(&<!?:<!#/IC!$#/&:(&<!$#!
E?>&!?!0&@?0!Q&#IQ&'(/>&K!A#$,!?:!&:@/:&&#/:@!>/&BQ$/:(!(E/I!/I!:$(!I+DD/'/&:(K!8)*()$$'.!)$$,!
*-(,&)3$! /9&/! (.! =$/91,171*0 41'($)/$,_! &),! *1&741'($)/$,E! .E&=! :&&<! ($! @&(! @+/<?:'&! $:!
?QQ#$?'E&I!(E?(!(?C&!Q#/>?'=!/:($!?''$+:(!<+#/:@!(E&!BE$0&!0/D&'='0&!Q#$'&IIK!c&=$:<!#/ICI!(E?(!
(E&=!,+I(!,/(/@?(&P!&:@/:&&#I!,+I(! ?0I$!E?>&!?!'0&?#!I&(!$D!D+:'(/$:?0!$-%&'(/>&I!'$:'&#:/:@!(E&!
I=I(&,!(E&=!<&>&0$Q!S/K&K!(E&=!:&&<!?!@$?0!$#/&:(&<!<&I/@:!?QQ#$?'ETK!
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QEUEU "&2()*!/9$!>&0!/1!<-/-'$!"'(2&30!8)*()$$'()*!;/&),&',. !

.E&! ?<>&:(! $D! ?! Q#/>?'=! &:@/:&&#/:@! Q#?'(/'&! B/00! <&Q&:<! $:! (E&! ?>?/0?-/0/(=! $D! ?! :+,-&#! $D!
I(?:<?#<IK!b&!-&0/&>&!(E?(!BE/0&!/(! ,?=!-&0!($$!&?#0=!($!<&D/:&!(E&I&!I(?:<?#<IP!B&! '?:!:$B!
D$'+I! $:! (E&! '$:</(/$:I! (E?(! B/00! D?'/0/(?(&! (E&! <&>&0$Q,&:(! $D! I+'E! I(?:<?#<I ! (E#$+@E! (E&!
<&D/:/(/$:!$D!?!Q#/>?'=!&:@/:&&#/:@!D#?,&B$#CK!

A/@+#&!^!IE$BI! (E&!Q$I/(/$:/:@!$D!Q#/>?'=!&:@/:&&#/:@!/:!(E&!bGN!#$?<,?Q!e8`fK!2:!(E/I!D/@+#&P!
(E&#&!/I!?!Q0?'&E$0<&#!'?00&<!Q#/>?'=!&:@/:&&#/:@!BE/'E!0/:CI!($!(E&!2;[!Q#/>?'=!D#?,&B$#C!e8fK!

!

!
Figure 4: Privacy Engineering in WG5 Roadmap 

.E&!I(+<=!Q&#/$<!B/00!B$#C!$:!(E&!'$:</(/$:I!(E?(!B/00!&:?-0&!#$?<,?Q!I'&:?#/$I!I+'E!?I!(E$I&!
<&Q/'(&<!-=!D/@+#&!Y!?:<!D/@+#&!^K!

A/@+#&!N! IE$BI! (E&! #&Q0?'&,&:(! $D! (E&!privacy engineering! -$_! -=! ?! privacy engineering 
framework!-$_!D$'+I&I!$:!(E/I!Q0?'&E$0<&#K!.E/I!'?:!?00$B!/:!(E&!D+(+#&!(E&!&_Q?:I/$:!($B?#<I!
$(E&#!I(?:<?#<IP!&K@K!?!Q#/>?'=!&:@/:&&#/:@!,&(E$<$0$@=P!$#!?!Q#/>?'=!#/IC!?:?0=I/IK!

!

!
Figure 5: Privacy Engineering Framework in WG5 Roadmap 

!

!
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U �Z�������v�š�����}�v�š�Œ�]���µ�š�]�}�v�•���š�}�������W�Œ�]�À�����Ç�����v�P�]�v�����Œ�]�v�P���&�Œ���u���Á�}�Œ�l!

3.1 Mitre Call for a Privacy Engineering Framework 
U/(#&! Q+-0/IE&<! /:! R+0=! M98^! ?! (&'E:/'?0! Q?Q&#! $:! (E&! :&&<! D$#! (E&! Q#/>?'=! &:@/:&&#/:@!
D#?,&B$#C!eM9fK! 2(! E/@E0/@E(&<! (E&! :&&<! ($! ?<<#&II! Q#/>?'=! D#$,!-$(E! ?:! $#@?:/I?(/$:?0!
>/&BQ$/:(!SB&00!'$>&#&<T!?:<!?:!&:@/:&&#/:@!>/&BQ$/:(!S:$(!B&00!'$>&#&<TK!

3:! $ #@?:/I?(/$:! >/&BQ$/:(! /:(&@#?(&I! &0&,&:(I! I+'E! ?I ! ?! Q#/>?'=! Q#$@#?,! ,?:?@&,&:(P! ?!
'$,Q0/?:'& 6D$'+I&<!#/IC!?II&II,&:(!?QQ#$?'EP!?!I(#?(&@=!?:<!Q0?::/:@P!?:<!Q$0/'/&IK!

3:!&:@/:&&#/:@!>/&BQ$/:(!/:(&@#?(&I!&0&,&:(I!I+'E!?I!Q#/>?'=!(&I(/:@P!Q#/>?'=6I&:I/(/>&!<&I/@:!
<&'/I/$:IP! Q#/>?'=! #&\+/#&,&:(I! ?:<!'$:(#$0! I&0&'(/$:P! ?:<! I=I(&,! D$'+I&<! #/IC! ?II&II,&:(K!
.E&I&!&0&,&:(I!?#&!:$(!B&00!(?C&:!/:($!?''$+:(K!

3.2 NIST Contribution on Privacy Engineering Objectives 
*2;.!Q+-0/IE&<!/:!U?=!M98N!?!(&'E:/'?0!Q?Q&#!$:!?!#/IC!,?:?@&,&:(!D#?,&B$#C!e87fK!2(!D$'+I&I!
$:!(B$!Q/00?#I)!(E&!<&D/:/(/$:!$D!Q#/>?'=!&:@/:&&#/:@!$-%&'(/>&I!S/K&K!Q#&</'(?-/0/(=P!,?:?@&?-/0/(=P!
</I?II$'/?-/0/(=T!($!?<<#&II! (E&!@?Q!-&(B&&:!E/@E60&>&0!Q#/>?'=!Q#/:'/Q0&I!?:<! /,Q0&,&:(?(/$:!
?:<! (E&! <&D/:/(/$:! $D! ?! Q#/>?'=! #/IC! ,$<&0! ($! ?00$B! D$#! ?:! $#@?:/I?(/$:?0! #/IC! ,?:?@&,&:(!
?QQ#$?'EK!

3.3 ULD Contribution on Protection Goals for Privacy Engineering 
X]F Y!Q#&I&:(&<!/:!U?=!M98N!?!Q?Q&#!$:!Q#/>?'=!Q#$(&'(/$:!@$?0I!D$#!Q#/>?'=!&:@/:&&#/:@!e8NfK!/(!
&_(&:<I! I&'+#/(=! Q#$(&'(/$:! @$?0I! S/K&K!'$:D/<&:(/?0/(=P! /:(&@#/(=P! ?>?/0?-/0/(=T! B/(E! Q#/>?'=!
Q#$(&'(/$:!@$?0I!S/K&K!+:0/:C?-/0/(=P! (#?:IQ?#&:'=P!?:<! /:(&#>&:?-/0/(=TK!3I! IE$B&<! /:! (E&! (?-0&!
-&0$BP! /(! D+#(E&#!<&D/:&I! (E#&&! ?_&I! SBE/'E! '?:! -&! '$:I/<&#&<! <&@#&&I! $D! D#&&<$,T)!
'$:D/<&:(/?0/(=!–!?>?/0?-/0/(=P!/:(&@#/(=!–!/:(&#>&:?-/0/(=P!?:<!+:0/:C?-/0/(=!–!(#?:IQ?#&:'=K!

!

:1)A(,$)/(&7(/0! ` 4a!62&(7&5(7(/0!
*$!?''&II!($!<?(? ! i 6j!A+00!?''&II!($!<?(?!
*$!?''&II!($!I&#>/'&I ! i 6j!A+00!?''&II!($!I&#>/'&I!
3+(E$#/I&<!&:(/(/&I!$:0=! i 6j!4>&#=-$<=!

!

+)/$*'(/0! ` 4a!+)/$'2$)&5(7(/0!
*$!'E?:@&I!($!<?(?! i 6j!300!(=Q&I!$D!'E?:@&I!
*$!?''&II!($!Q#$'&II ! i 6j !A+00!Q#$'&II!D0&_/0/-/0/(=!
F&D/:&<!-=!Q#$'&II$#! i 6j!F&D/:&<!-=!/:</>/<+?0!

!

B)7()?&5(7(/0! ` 4a!@'&).%&'$)30!
*$!0/:C?-0&!<?(?! i 6j!A+00!0/:C?-/0/(=!$D!<?(?!
*$!</I'0$I+#&!$D!Q#$'&II! i 6j!A+00!</I'0$I+#&!$D!Q#$'&II!
*&&<6($6C:$B! i 6j!b?:( 6($6C:$B!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
3 UnabhŠngiges Landeszentrum fŸr Datenschutz Schleswig-Holstein (www.datenschutzzentrum.de). Data protection 
authority in the federal state of Schleswig-Holstein, Germany 
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3.4 OASIS Contribution on Operationalisation 
[3;2; 6"U1U !/I!(E&!#&I+0(!$D!?!896=&?#!Q0+I!+:<&#(?C/:@!eYfK!2(!<&D/:&I!

x ?!'$:'&Q(+?0!,$<&0!D$#!Q#/>?'=!,?:?@&,&:(P!/:'0+</:@!<&D/:/(/$:!$D!(&#,IP!
x ?! ,&(E$<$0$@=!($! '?##=!$+(!?!Q#/>?'=!?:?0=I/IK!.E&!,&(E$<$0$@=!/I! /(&#?(/>&!?:<!+I&! '?I&!

-?I&<K! 2(! 0&?<I! ($! (E&! <&D/:/(/$:! $D! $Q&#?(/$:! D+:'(/$:?0! I&#>/'&I! :&'&II?#=! ($! I+QQ$#(!
Q#/>?'=!'$:(#$0IP!

x ?! I&(! $D! $Q&#?(/$:?0! I&#>/'&I! S?@#&&,&:(P! +I?@&P! >?0/<?(/$:P! '&#(/D/'?(/$:P! &:D$#'&,&:(P!
I&'+#/(=P!/:(&#?'(/$:P!?''&IITK!

[3;2; 6"U1U!<&D/:&I!$:&! /,Q$#(?:(! '$:'&Q()! touch points. Touch points are “intersection of 
<?(?! D0$BI! B/(E! Q#/>?'=! <$,?/:I! $#! I=I(&,I! B/(E/:! Q#/>?'=! <$,?/:IK! d&#&! /I! $:&! &_?,Q0&!
Q#$>/<&<!-=![3;2;6"U1U!#&0?(&<!($!4H!S&0&'(#/'!>&E/'0&T!'E?#@/:@K!!!

When a customer plugs into the charging station, the EV On-Board System embeds 
communication functionality to send EV ID and EV Charge Requirements to the Customer 
Communication Portal. This functionality corresponds to a touch point. 

3.5 LINDDUN Contribution on Privacy Threat Analysis 
]2*FFX*! eZf!I+@@&I(I!?!D#?,&B$#C!D$#!(E#&?(!?:?0=I/I!-?I&<!$:!?!0/I(!$D!(E#&?(!'?(&@$#/&IP!0/I(&<!
/:!(E&!-&0$B!(?-0&K!2(!Q#$>/<&I!?!,&(E$<!($!<&I'#/-&!I=I(&,I!S(E#$+@E!<?(?!D0$B!</?@#?,IT!?:<!
($!/<&:(/D=!(E#&?(I!S(E#$+@E!@#?QE/'?0!(E#&?(!(#&&I!?II$'/?(&<!B/(E!&0&,&:(I!$D!(E&!</?@#?,ITK!

@0%$! "'1%$'/0! N$.3'(%/(1)! @9'$&/!

d?#<!Q#/>?'=!

X:0/:C?-/0/(=!
d/</:@!(E&!0/:C!-&(B&&:!(B$!$#!,$#&!?'(/$:IP!
/<&:(/(/&IP!?:<!Q/&'&I!$D!/:D$#,?(/$:K!

G/:C?-/0/(=!

3:$:=,/(= !
d/</:@!(E&!0/:C!-&(B&&:!?:!/<&:(/(=!?:<!?:!
?'(/$:!$#!?!Q/&'&!$D!/:D$#,?(/$:!

+<&:(/D/?-/0/(=!

"0?+I/-0&!<&:/?-/0/(=!
3-/0/(=!($!<&:=!E?>/:@!Q&#D$#,&<!?:!?'(/$:!(E?(!
$(E&#!Q?#(/&I!'?:!:&/(E&#!'$:D/#,!:$#!
'$:(#?</'( !

M$: 6#&Q+</?(/$:!

X:<&(&'(?-/0/(=!?:<!
+:$-I&#>?-/0/(=!

Hiding the user’s ?'(/>/(/&I! N&(&'(?-/0/(=!

;&'+#/(=! 5$:D/<&:(/?0/(=!
d/</:@!(E&!<?(?!
'$:(&:(! $#!'$:(#$00&<!#&0&?I&!$D!<?(?!'$:(&:(!

N/I'0$I+#&!$D!
/:D$#,?(/$: !

;$D(!"#/>?'=!

5$:(&:(!?B?#&:&II! User’s consciousness regarding his own data! B:?B?#&:&II!

"$0/'=!?:<!'$:I&:(!
'$,Q0/?:'& !

F?(?!'$:(#$00&#!($!/:D$#,!(E&!<?(?!I+-%&'(!
about the system’s privacy Q$0/'=P!$#!?00$B!(E&!
<?(?!I+-%&'(!($!IQ&'/D=!'$:I&:(I!/:!'$,Q0/?:'&!
B/(E!0&@/I0?(/$:!

M$:!'$,Q0/?:'& !

3.6 Hoepman Contribution on Design Strategies 
d$&Q,?:! e89f!D$'+I&I!$:!<&I/@:! I(#?(&@/&IK!d&!<&D/:&I! (B$! /,Q$#(?:(!&:@/:&&#/:@! '$:'&Q(I)!
<&I/@:! I(#?(&@/&IP!?:<! Q#/>?'=! Q?((&#:IP! /K&K! E/@E! 0&>&0! &:@/:&&#/:@! #&Q#&I&:(?(/$:I! $D! "4.I!!
eYMfeYYfeY^fK!F&I/@:! I(#?(&@/&I! ?00$B! D$#! (E&! I&0&'(/$:! $D! Q#/>?'=! Q?((&#:IKP! BE/'E! ?#&!
/,Q0&,&:(&<!?I!"4.IK!A$+#!<?(?!$#/&:(&<!I(#?(&@/&I!?I!B&00!?I!D$+#!Q#$'&II!$#/&:(&<!I(#?(&@/&I!
?#&!/<&:(/D/&<P!?:<!&_?,Q0&I!$D!Q?((&#:I!?#&!Q#$>/<&<P!?I!IE$B&<!/:!(E&!-&0$B!(?-0&K!
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;/'&/$*0 ! 8b&=%7$.!1A!"&//$'). !

U/:/,/h& !
!

3,$+:(!$D!Q#$'&II&<!Q&#I$:?0!
<?(?!#&I(#/'(&<!($!(E&!,/:/,?0!
?,$+:(!Q$II/-0& !

; &0&'(!-&D$#&!=$+!'$00&'(!!
3:$:=,/I?(/$:!J!" I&+<$:=,I! !

d/<&!
"&#I$:?0!<?(?P!?:<!(E&/#!
/:(&##&0?(/$:IE/QIP!E/<<&:!D#$,!
Q0?/:!>/&B!

;($#?@&!?:<!(#?:I/(!&:'#=Q(/$:!$D!<?(?!
U /_!:&(B$#CI!
d/<&!(#?DD/'!Q?((&#:I!
3((#/-+(&!-?I&<!'#&<&:(/?0I!
3:$:=,/I?(/$:!J!" I&+<$:=,I !

;&Q?#?(&!

"&#I$:?0!<?(?!Q#$'&II&<!/:!?!
</I(#/-+(&<!D?IE/$:P!/:!I&Q?#?(&!
'$,Q?#(,&:(I!BE&:&>&#!
Q$II/-0&!

"&&#6($6Q&&#!?##?:@&,&:(!
2I$0?(/$:!?:<!>/#(+?0/I?(/$:!

3@@#&@?(&!

"&#I$:?0!<?(?!Q#$'&II&<!?(!
E/@E&I(!0&>&0!$D!?@@#&@?(/$:!?:<!
B/(E!0&?I(!Q$II/-0&!<&(?/0!/:!
BE/'E!/(!/I!SI(/00T!+I&D+0!

3@@#&@?(/$:!$>&#!(/,&!S+I&<!/:!I,?#(!,&(&#/:@T!
F=:?,/'! 0$'?(/$:! @#?:+0?#/(=! S+I&<! /:!0$'?(/$:! -?I&<!
I&#>/'&IT!
C6?:$:=,/(= !
F/DD&#&:(/?0!Q#/>?'=!

2:D$#,! .#?:IQ?#&:'=!
" 0?(D$#,!D$#!Q#/>?'=!Q#&D&#&:'&I!
F?(?!-#&?'E!:$(/D/'?(/$:!

5$:(#$0!
F?(?!I+-%&'(I!Q#$>/<&<!?@&:'=!
$>&#!(E&!Q#$'&II/:@!$D!(E&/#!
Q&#I$:?0!<?(?!

XI&#!'&:(#/'!/<&:(/(=!,?:?@&,&:( !
4:<6($6&:<!&:'#=Q(/$:!I+QQ$#(!'$:(#$0!

4:D$#'&!
"#/>?'=!Q$0/'=!'$,Q?(/-0&!B/(E!
0&@?0!#&\+/#&,&:(I!($!-&!
&:D$#'&<!

3''&II!'$:(#$0 !
;(/'C=!Q$0/'/&I!?:<!Q#/>?'=!#/@E(I!,?:?@&,&:(!

F&,$:I(#?(& !
F&,$:I(#?(&!'$,Q0/?:'&!B/(E!
Q#/>?'=!Q$0/'=!?:<!?:=!?QQ0/'?-0&!
0&@?0!#&\+/#&,&:(I !

" #/>?'=!,?:?@&,&:(!I=I(&,I !
XI&!$D!0$@@/:@!?:<!?+</(/:@!

3.7 PRIPARE Contribution on a Privacy Engineering Methodology 
"12"314^!$-%&'(/>&!/I!($!<&D/:&!?:!?QQ#$?'E!BE/'E!(?C&I!Q#/>?'=!/:($!?''$+:(!<+#/:@!(E&!BE$0&!
I$D(B?#&!?:<!I=I(&,I!&:@/:&&#/:@!Q#$'&II!S0/D&'='0&TK!2:!(E/I!+:<&#(?C/:@!B&!E?>&!/<&:(/D/&<!(E&!
D$00$B/:@!'E?00&:@&I)!

x .E&#&!?#&!:$!Q#/>?'=!Q#?'(/'&I!$#!?QQ#$?'E&I!?<<#&II/:@!Q#/>?'=!(E#$+@E!(E&!BE$0&!I=I(&,!
&:@/:&&#/:@!0/D&'='0&K!2:!Q?#(/'+0?#!(E&#&!/I!?!-/@!</I'$::&'(!?,$:@!&_/I(/:@!-&I(!Q#?'(/'&I!
D$#! Q#/>?'=! /,Q?'(! ?II&II,&:(IN!?:<! #&I&?#'E! B$#C! $:! &:@/:&&#/:@! #&+I?-/0/(=! Q#?'(/'&I!
I+'E!?I !Q#/>?'=!Q?((&#:I7K!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
4 FP7 project. See pripareprojet.eu 
5 such as  ISO 29134 [2], the CNIL PIA [3], the EC Data Protection Impact Assessment Template for Smart Grid 
and Smart Metering Systems smart grid template [4]  
6 Such as [32][33][34], or repository attempts such as https://privacypatterns.eu, or http://privacypatterns.org/  
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x ;=I(&,!&:@/:&&#I!?#&!:$(!?B?#&!$D!Q#/>?'=!$#!&(E/'?0!#&\+/#&,&:(I!:$#!$D!Q#/>?'=6-=6<&I/@:!
Q#/:'/Q0&IK! 2:! Q?#(/'+0?#! Q#/>?'=! #&\+/#&,&:(I! ?#&! ?-I(#?'(! ?:<! +I+?00=! ?#&! D$#,+0?(&<! /:!
0&@?0!$#!&(E/'?0!(&#,IP!+:#&0?(&<!($!IQ&'/D/'!(&'E:$0$@/&I!$#!,&(E$<IZK!

.E&!#&I+0(/:@!"12"314!,&(E$<$0$@=!eM8f!/I!?!I&(!$D!Q#$'&II&IP!Q$/:(/:@!($!IQ&'/D/'!Q#?'(/'&I!?:<!
,&(E$<$0$@/&IP! </>/<&<! /:($! '0?II/'?0! I=I(&,! &:@/:&&#/:@! QE?I&I! S?:?0=I/IP! <&I/@:P!
/,Q0&,&:(?(/$:P! >&#/D/'?(/$:P! #&0&?I&P! ,?/:(&:?:'&! ?:<! <&'$,,/II/$:TK! 2(! ?0I$! /:'0+<&I! ?:!
&:>/#$:,&:(?0!a!/:D#?I(#+'(+#&!QE?I&!BE/'E!?'C:$B0&<@&I!(E&!Q#/>?'=!?:<!I&'+#/(=!(?ICI!(E?(!
?#&!E$#/h$:(?0!($!(E&!$#@?:/h?(/$:!?:<!/(I!Q#$%&'(I!?:<!I=I(&,IK!.E&!"12"314!,&(E$<$0$@=!?0I$!
#&+I&I![3;2;6"U1UK!

2:!(E/I!I&'(/$:!B&!D$'+I!$:!"12"314!,?/:!'$:(#/-+(/$:I!($! ?!Q#/>?'=!&:@/:&&#/:@!D#?,&B$#C)!

x 5$:'&Q(I!(E?(!'$,-/:&!Q#/>?'=!#/IC!?:?0=I/I!B/(E!?!@$?06$#/&:(&<!&0/'/(?(/$:!$D!$Q&#?(/$:?0!
Q#/>?'=!#&\+/#&,&:(!

x 5$:'&Q(I! (E?(! /:(&@#?(&!'E?:@&I! $:!?#'E/(&'(+#&! <&#/>&<! D#$,! (E&! /:'0+I/$:! $D! Q#/>?'=!
'$:(#$0I!!

x 5$:'&Q(I!(E?(!'$>&#!(E&!&:(/#&!<&>&0$Q,&:(!0/D&'='0&!
x 5$:'&Q(!(E?(!/:(&@#?(&!(E&!>?#/$+I!&_/I(/:@!<&>&0$Q,&:(!,&(E$<$0$@/&I!
x 1&'$,,&:<?(/$:I!$:!Q#/>?'=!'$:(#$0I !>&#/D/'?(/$:!

UETEO I1&741'($)/$,! 87(3(/&/(1)!1A!" '(2&30!H%$'&/(1)&7!#$c-('$=$)/. !

"12"314!eMMf!E?I!<&D/:&<!?:!?QQ#$?'E!(E?(!'$,-/: &I!?!@$?06$#/&:(&<!?:<!?!#/IC6-?I&<!?QQ#$?'E!
($! </I'$>&#! ?:<! /<&:(/D=! $Q&#?(/$:?0! Q#/>?'=! #&\+/#&,&:(IP! ?I! IE$B&<! /:!A/@+#&!7K! G$?06
$#/&:(?(/$:! /I! (E&! ,$I(! I(#?/@E(D$#B?#<! ?QQ#$?'E!eMYf! ($! &:@/:&&#! I=I(&,I)! &:@/:&&#I!
+:<&#I(?:<!?:<!-+/0<!I=I(&,I!/:!(&#,I!$D!(E&!@$?0I!(E&=!?#&!/:(&:<&<!($!,&&(K!.E/I!D#?,&B$#C!
/I!<&D/:&<!?I!D$00$BI!S/:!-$0<!(E&!/,Q$#(?:(!'$:'&Q(IT)!!

The requirement analysis phase takes place in conjunction with risk management 
analysis. 

Risk management focuses on identifying the assets to protect in the system under 
development and the threats that might compromise the accomplishment of the privacy 
principles on these assets. Then a treatment is proposed to address the risk associated 
with the threat. This treatment may range from doing nothing (accept the risk) to 
including requirements that may avoid or reduce the risk. 

Requirement analysis is goal oriented: each principle is considered as a high level goal 
that the system must fulfil8. Each goal or principle is then refined into a set of lower-level 
guidelines required to meet the goal. Then a success criterion is proposed to address a 
guideline. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
7 For instance Privacy by design principles formulated by Ann Cavoukian [18] [18] or in ISO29100 [1] are not 
operational; 
8 For example, data protection authorities’ goals in Europe are related to the data protection principles stated in the 
EU GDPR, such as that of ‘accountability’ (i.e., ensuring and demonstrating compliance with data protection 
principles in practice) 
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The set of treatments and success criteria are jointly referred as operational 
requirements. 

The design phase has the objective to identify the privacy controls that are designed to 
meet the operational requirements. They are realised by measures designed to meet the 
success criteria and by countermeasures designed to meet the treatments. 

!
Figure 6: PRIPARE Goal-oriented and Risk-based Requirement Elicitation 

. E&#&! /I! ?! '$##&IQ$:<&:'&! -&(B&&:!(E&! '$:'&Q(I! $D! (E#&?(I6(#&?(,&:(I! ?:<! $D! @+/<&0/:&I6
'#/(&#/?)!

x 3!(E#&?(!'$##&IQ$:<I!($!?!@+/<&0/:&!
x 3! (#&?(,&:(! '$##&IQ$:<I! ($! ?! '#/(&#/+, K! .#&?(,&:(I! ?:<! I+''&II! '#/(&#/?! ?#&! -$(E!

$Q&#?(/$:?0!#&\+/#&,&:(I!
x 3!,&?I+#&!'$##&IQ$:<I!($!?!'$+:(&#,&?I+#&K!c$(E!'$##&IQ$:<!($!Q#/>?'=!'$:(#$0IK!

d$B&>&#!/(!/I!:$( !&_Q&'(&<!($!E?>&!?!$:&6($6$: &!,?QQ/:@!-&(B&&:!(E#&?(I!?:<!@+/<&0/:&I!S$#!
-&(B&&:!(#&?(,&:(I!?:<!'#/(&#/?TK!2(!/I!#?(E&#!&_Q&'(&<!(E?(!</DD&#&:(!$Q&#?(/$:?0!#&\+/#&,&:(I!
B/00!-&!&0/'/(&<!-=!?QQ0=/:@!-$(E!(E&!@$?06$#/&:(&<!?:<!#/IC!-?I&<!?QQ#$?'E&IK!

.E&!-&0$B!(?-0&I !IE$B!(B$!&_?,Q0&IK!

:1)3$%/! 8b&=%7$!1)!,&/&!=()(=(d&/(1)!&),!%'1%1'/(1)&7(/0!
"#/:'/Q0&! F?(?!,/:/,/h?(/$:!?:<!Q#$Q$#(/$:?0/(=!
1/IC!>/&BQ$/:()!.E#&?(! 3''/<&:(?0!F?(?!]&?C!
1/IC!>/&BQ$/:()!#&0&>?:'&! ;/@:/D/'?:(!S*&@0/@/-0&P!0/,/(&<P!I/@:/D/'?:(P!,?_/,+,T!
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0/D&'='0&!

G$?0!>/&BQ$/:()!#&0&>?:'&! 1&0&>?:(!S]&II!1&0&>?:(P!1&0&>?:(P!1&0&>?:(!?:<!4II&:(/?0T!

[Q&#?(/$:?0!#&\+/#&,&:(!S.#&?(,&:(! $#!
5#/(&#/?T!

O&&Q!<?(?!D#$,!</DD&#&:(!I&#>/'&I!$#!</DD&#&:(!Q?#(/&I!I&Q?#?(&<P!
?:<!?>$/<!'$,-/:/:@!(E&, !
bE&:!I$,&!Q&#I$:?0!<?(?!/I!:$!0$:@&#!:&&<&<!D$#!(E&!IQ&'/D/&<!
Q+#Q$I&P!<&0&(&!$#!?:$:=,/I&!?00!(E&!-?'C6+Q!<?(?!'$##&IQ$:</:@!
($!(E?(!Q&#I$:?0!<?(?!

"#/>?'=!'$:(#$0!
3#'E/(&'(+#&!'E?:@&!($!C&&Q!Q&#I$:?0!<?(?!/:!I,?#(!QE$:&!
3:$:=,/I?(/$: !?:<!?((#/-+(&!-?I&<!'#&<&:(/?0I!

.&I( !
5$:D$#,?:'&!(&I(/:@!$D!?#'E/(&'(+#&!SQ&#I$:?0!<?(?!C&Q(!/:!I,?#(!
QE$:&T!
5$:D$#,?:'&!(&I(/:@!$D!?:$:=,/I?(/$: !

!

:1)3$%/! 8b&=%7$!1)!/'&).%&'$)30!
"#/:'/Q0&! .#?:IQ?#&:'=!
1/IC!>/&BQ$/:()!.E#&?(! 3!<?(?!0&?C!$''+##&<K![#@?:/I?(/$:!<$&I!:$(!C:$B!BE/'E!

$Q&#?(/$:!'?+I&<!(E&!0&?C!
1/IC!>/&BQ$/:()!#&0&>?:'&! U?_/,+,!S*&@0/@/-0&P!0/,/(&<P!I/@:/D/'?:(P!,?_/,+,T!
G$?0!>/&BQ$/:()!G+/<&0/:&! "#$>/<&!?!Q+-0/'!Q#/>?'=!:$(/'&!($!(E&!<?(?!I+-%&'(!
G$?0!>/&BQ$/:()!#&0&>?:'&! 1&0&>?:(!?:<!&II&:(/?0!S]&II!1&0&>?:(P!1&0&>?:(P!1&0&>?:(!?:<!

4II&:(/?0T!
[Q&#?(/$:?0!#&\+/#&,&:(!S.#&?(,&:(! $#!
5#/(&#/?T!

F&I'#/-&!E$B!(E&!$#@?:/I?(/$:!Q#$'&II&I!Q&#I$:?0!<?(?!
F&I'#/-&!(E&!/:(&#:?0!+I&I!$D!Q&#I$:?0!<?(?!

"#/>?'=!'$:(#$0! ;&'+#&!0$@!$D!?''&II!?:<!$Q&#?(/$:I!
.&I( ! c?((&#=!$D!Q&:&(#?(/$:!(&I(I !

UETEQ 6'39(/$3/-'$ !:9&)*$!#$.-7/()*!A'1=! /9$!N$.(*)!1A!"'(2&30!:1)/'17.!

.E&! "12"314! ,&(E$<$0$@=! eMMf! /:(&@#?(&I! (E&! #&'$@:/(/$:! (E?(! Q#/>?'=! $Q&#?(/$:?0!
#&\+/#&,&:(I!,?=!0&?<!($!?#'E/(&'(+#&!'E?:@&I!S&K@K!<&'/</:@!(E?(!<?(?!/I!C&Q(!0$'?00=!/:!?!I,?#(!
QE$:&!#?(E&#!(E?(!@0$-?00=!$:!(E&!'0$+<TK!.E&!#&I+0(/:@!?#'E/(&'(+#&!Q#$'&II!BE/'E!I(?#(I!D#$,!
$Q&#?(/$:?0! #&\+/#&,&:(I! ?:<! Q#$<+'&I! ?#'E/(&'(+#&! #&0?(&<!<&'/I/$:I! '?00&<! "431;!S"#/>?'=!
4:E?:'/:@!3#'E/(&'(+#&IT!eLfK!

!
Figure 7: Architecture Decisions Associated with PETs 
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UETEU G(A$3037$!H'($)/$,!C$/91,171*0!

3I!IE$B&<!/:!A/@+#&!LP!"12"314!Q#/>?'=!&:@/:&&#/:@!/I!I(#+'(+#&<!/:!I&>&:!</DD&#&:(!QE?I&I!(E?(!
,?('E!'$,,$:!?:<!'0?II/'!I=I(&,!&:@/:&&#/:@!QE?I&I) !

x 6)&70.(.)!$Q&#?(/$:?0!#&\+/#&,&:(I!&0/'/(?(/$:!
x N$.(*) )!IQ&'/D/'?(/$:!$D!Q#/>?'=!'$:(#$0I!
x +=%7$=$)/&/(1))!(#?:ID$#,!(E&!<&I/@:!/:($!?!-+/0(!I=I(&,!
x L$'(A(3&/(1))!&:I+#&!(E?(!(E&!I=I(&,!,&&(I!Q#/>?'=!$Q&#?(/$:?0!#&\+/#&,&:(I !
x #$7$&.$)!<&0/>&#=!($!'+I($,&#K!40?-$#?(/$:!$D!?:!?'(/$:!Q0?:!($!#&IQ$:<!($!(E&!</I'$>&#=!

$D!Q#/>?'=!-#&?'E&IK!
x C&()/$)&)3$ )!#&?'(/:@!($!Q#/>?'=!/:'/<&:(IK!
x N$31==(..(1) )!5$##&'(0=!</I,?:(0/:@!(E&! I=I(&,I!?''$#</:@!($!' +##&:(!0&@/I0?(/$:!?:<!

Q$0/'/&IK!

3:!?<</(/$:?0!QE?I&!/I!/:(&@#?(&<!/:<&Q&:<&:(!$D!(E&!&:@/:&&#/:@!Q#$'&II!/(I&0DK!!

x 8)2('1)=$)/!e!+)A'&./'-3/-'$ )!"+((/:@!/:!Q0?'&!?:!?QQ#$Q#/?(&!$#@?:/h?(/$:?0!I(#+'(+#&P!
?I!B&00!?I!/:!/:6E$+I&!?B?#&:&II!Q#$@#?,` !!

!

!!
Figure 8: PRIPARE methodology phases 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
9 This could be addressed by an approach similar to the organisational normative framework defined in ISO 27034 
from application security. 
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8)2('1)=$)/!
e!

+)A'&./'-3/-'$
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2:! $#<&#! ($! &:I+#&! /:(&@#?(/$:! D&?I/-/0/(=! $D! "12"314! ,&(E$<$0$@=P! &?'E! "12"314! QE?I&! /I!
I(#+'(+#&<!/:($!?!I&(!$D!Q#$'&II&I)!

!

"9&.$! "'13$..$. !
4:>/#$:,&:(a2:D#?I(#+'(+#&! [#@?:/I?(/$:?0!Q#/>?'=!?#'E/(&'(+#&!

"#$,$(&!Q#/>?'=!?B?#&:&II!
3:?0=I/I! "#&0/,/:?#=P! D+:'(/$:?0! <&I'#/Q(/$:! ?:<! E/@E60&>&0! Q#/>?'=! ?:?0=I/IP! Q#/>?'=!

#&\+/#&,&:(I!$Q&#?(/$:?0/I?(/$:P!0&@?0!'$,Q0/?:'&!
F&I/@:! "#/>?'=!5$:(#$0! F&I/@:P! "431! 3#'E/(&'(+#&!/,Q?'(! &>?0+?(/$:P! "#/>?'=! 4:E?:'/:@!

F&(?/0&<!F&I/@:!
2,Q0&,&:(?(/$: ! "#/>?'=!/,Q0&,&:(?(/$: !
H&#/D/'?(/$:! "#/>?'=!5$:(#$0!H&#/D/'?(/$:P!3''$+:(?-/0/(=P!;(?(/'!?:?0=I/IP!F=:?,/'!3:?0=I/I!
1&0&?I&! 5#&?(&!2:'/<&:(!1&IQ$:I&!"0?:P!5#&?(&!I=I(&,!<&'$,,/II/$:/:@!Q0?:P!A/:?0!"#/>?'=!

#&>/&BP!"+-0/IE!"23!#&Q$#(!
U?/:(&:?:'& ! 4_&'+(&!/:'/<&:(!#&IQ$:I&!Q0?:P!"#/>?'=!>&#/D/'?(/$:I!
F&'$,,/II/$:/:@ ! 4_&'+(&!<&'$,,/II/$:/:@!Q0?: !

!

.E&! I,?00&#! @#?:+0?#/(=! ?00$BI! D$#! &?I/&#! ,?QQ/:@! /:($! &_/I(/:@!<&>&0$Q,&:(!,&(E$<$0$@/&I!
SB?(&#D?00P!/(&#?(/>&!$#!/:'#&,&:(?0P!Q#$($(=Q/:@P!?@/0&T!?:<!Q#$%&'(!,?:?@&,&:(!,&(E$<$0$@/&I!
S"Uc[OP!"12*54MTK!

UETEJ #$31==$),&/(1)!1)!"'(2&30!:1)/'17. !L$'(A(3&/(1)!

2:!Q?#?00&0!($!B$#C!D$'+I/:@!$:!?!Q#/>?'=!&:@/:&&#/:@!,&(E$<$0$@=P!(E&!"12"314!Q#$%&'(!E?I!?0I$!
Q#&Q?#&<!?! #&Q$#(! ?:<! #&'$,,&:<?(/$:I! ?:<! ?! #&I&?#'E! ?@&:<?!eMYfK! b&! B$+0<! 0/C&! ($!
E/@E0/@E(!$:&!/,Q$#(?:(!#&'$,,&:<?(/$:)!!

.E&!&>?0+?(/$:!?:<!>&#/D/'?(/$:!$D!(E&!&DD&'(/>&:&II!$D!Q#/>?'=!'$:(#$0I!/I!?:!$>&#0$$C&<!($Q/'K!

.E/I! I(&,I!D#$,! ( E&! -&0/&D! (E?(P! I/,/0?#0=! ($!$(E&#! (&'E:$0$@/&IP! I&'+#/(=JQ#/>?'=! ,&'E?:/I,I!
?#&!Q0+@!?:<!Q0?=)!=$+!/:'0+<&!(E&,!?:<!(E&=!B$#CP!BE/0&!(E&=!$DD&#!>&#=!</DD&#&:(!Q#$(&'(/$:!/:!
</DD&#&:(!I'&:?#/$I!S$#!&>&:!:$!Q#$(&'(/$:T!/D!(E&=!?#&!:$(!'$##&'(0=!/,Q0&,&:(&<K!

;/@:/D/'?:(! #&I&?#'E! /I! :&&<&<! /:! (E/I! ?#&?P! D$#! /:I(?:'&! /:! (E&! ?#&?! $D! Q#/>?'=! \+?:(/D/'?(/$:!
eM^feMNfeM7fK!!

"12"314! -&0/&>&I! (E?(! Q#/>?'=! &:@/:&&#/:@! ,+I(!'$:(?/:! ?! Q0?'&E$0<&#! D$#! Q#/>?'=! '$:(#$0!
>&#/D/'?(/$:K!
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F �^�š�Œ���Á�u���v���W�Œ�]�À�����Ç�����v�P�]�v�����Œ�]�v�P���&�Œ���u���Á�}�Œ�l���~�^�W���&�•!
.E&! D$00$B/:@! I&'(/$:! Q#$>/<&I! ?! ;(#?B,?:! Q#/>?'=! &:@/:&&#/:@! D#?,&B$#CK! 1?(E&#! (E?:!
D$'+I/:@!$:!Q#$>/</:@! ?! <&D/:/(/>&! '$:(&:(P! /(! D$'+I&I! $:! /<&:(/D=/:@!/,Q$#(?:(! &0&,&:(I! $D!?!
Q#/>?'=!&:@/:&&#/:@!D#?,&B$#C!?:<!&_Q0?/:/:@!(E&!#?(/$:?0&K!.E/I! I&'(/$:!#&+I&I! I$,&!$D! (E&!
Q#&>/$+I!D/@+#&I!?:<!(?-0&IK!

4.1 Basic Concepts for Privacy Engineering 

FEOEO "'(2&30!$)*()$$'()* !&),!"'(2&304504N$.(*) !

.E&!(&#,!Q#/>?'=!&:@/:&&#/:@!/I!<&D/:&<!?I!D$00$BI!

"#/>?'=!4:@/:&&#/:@! 3! I=I(&,?(/'P! #/IC6<#/>&:! Q#$'&II! (E?(! $Q&#?(/$:?0/h&I! (E&! "#/>?'=6-=6F&I/@:!
QE/0$I$QE/'?0! D#?,&B$#C! B/(E/:! 2.! I=I(&,IK!"#/>?'=! '$:'&#:I! ?#&! I+-I&\+&:(0=!
/:(&@#?(&<!/:($!I=I(&,I!?I!Q?#(!$D!(E&!I=I(&,I!&:@/:&&#/:@!Q#$'&IIK!!

.E&!(&#,!Q#/>?'=6-=6<&I/@:!/I!<&D/:&<!?I!D$00$BI!

"#/>?'=6-=6<&I/@:! 2:I(/(+(/$:?0/I?(/$:! $D! (E&! '$:'&Q(I! $D! Q#/>?'=! ?:<! I&'+#/(=! /:! $#@?:/I?(/$:I! ?:<!
/:(&@#?(/$:!$D!(E&I&!'$:'&Q(I!/:!(E&!&:@/:&&#/:@!$D!I=I(&,IK!!

!

5$,,&:( )!

x .E&! Q#/>?'=! &:@/:&&#/:@! <&D/:/(/$:! /I!/:IQ/#&<! D#$,!U2.14! eM9fK! [(E&#! <&D/:/(/$:I! D$#!
Q#/>?'=!&:@/:&&#/:@!'$+0<!-&!+I&<!

o F/I'/Q0/:&! $D! &:@/:&&#/:@! I=I(&,I! /:(&@#?(/:@! Q#/>?'=! ?I! ?!:$: 6D+:'(/$:?0!
#&\+/#&,&:(!S/:IQ/#&<!D#$,!3::!5?>$+C/?:89T!

o 5$00&'(/$:!$D!,&(E$<I!($!I+QQ$#(!(E&!&:@/:&&#/:@!$D!I=I(&,I!(E?(!,/(/@?(&!#/ICI!
($! /:</>/<+?0I! ?#/I/:@! D#$,! (E&! Q#$'&II/:@! $D! (E&/#! Q&#I$:?0! /:D$#,?(/$:! B/(E/:!
/:D$#,?(/$:!I=I(&,I !S/:IQ/#&<!D#$,!*2;.! e87fT!

x .E&!Q#/>?'=6-=6<&I/@:!<&D/:/(/$:! /I! (?C&:!D#$,!?! -0$@!&:(#=!'$:(#/-+(&<! -=! "12"31488K!
The entry also refers to Ann Cavoukian’s definition and proposes three $(E&#!<&D/:/(/$:I!

o 3QQ#$?'E!($!Q#$(&'(/:@!Q#/>?'=!-=!&,-&<</:@!/(!/:($!(E&!<&I/@:!IQ&'/D/'?(/$:I!$D!
(&'E:$0$@/&IP!-+I/:&II!Q#?'(/'&IP!?:<!QE=I/'?0!/:D#?I(#+'(+#&I!S3::!5?>$+C/?:T!

o 3QQ#$?'E!($!;=I(&,!4:@/:&&#/:@!BE/'E!(?C&I!/:($!?''$+:(!Q#/>?'=!?:<!,&?I+#&I!
($!Q#$(&'(!25.!?II&(I!<+#/:@!(E&!BE$0&!&:@/:&&#/:@!Q#$'&II!

o 4,-&<</:@!Q#/>?'=!?:<!I&'+#/(=!/:!(E&!(&'E:$0$@=!?:<!I=I(&,!<&>&0$Q,&:(!D#$,!
(E&! &?#0=! I(?@&I! $D! '$:'&Q(+?0/I?(/$:! ?:<! <&I/@:! ?:<! /:I(/(+(/$:?0/h/:@! Q#/>?'=!
?:<!I&'+#/(=!'$:I/<&#?(/$:I!/:!$#@?:/I?(/$:I !

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
10 http://www.privacybydesign.ca/content/uploads/2014/01/pbd-priv-engineering.pdf 
11 http://www.securityengineeringforum.org/blog/show/id/27 
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!
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.#?:IQ?#&:'=! 4:I+#&I! (E?(!?00!Q#/>?'=6#&0&>?:(!<?(?!Q#$'&II/:@!/:'0+</:@! (E&!0&@?0P! (&'E:/'?0!?:<!
$#@?:/h?(/$:?0!I&((/:@!'?:!-&!+:<&#I($$<!?:<!#&'$:I(#+'(&<K!!

2:(&#>&:?-/0/(=! 4:I+#&I!(E?(!<?(?!I+-%&'(IP!$Q&#?($#I!?:<!I+Q&#>/I$#=!?+(E$#/(/&I!'?:!/:(&#>&:&!/:!?00!
Q#/>?'=6#&0&>?:(!<?(?!Q#$'&II/:@K!
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5$,,&:( )!

x .E/I!I&'(/$:!/I!(?C&:!D#$,!X]F8M!e8NfK!*2;.! e87f!?0I$!Q#$>/<&I!Y!$-%&'(/>&I!SQ#&</'(?-/0/(=P!
,?:?@&?-/0/(=P!</I?II$'/?-/0/(=TK!

x d/@E! 0&>&0!&:@/:&&#/:@! $-%&'(/>&I!?#&! :&&<&<K! .E&=! ?#&! I/,/0?#! ($! (E&! '$:D/<&:(/?0/(=P!
/:(&@#/(=P!?>?/0?-/0/(=!$-%&'(/>&I!D$#!I&'+#/(=!Q#$(&'(/$:!

FEOEU <'1=!"'(2&30!"'()3(%7$.!/1!"'(2&30!H%$'&/(1)&7!#$c-('$=$)/.!

"#/>?'=!Q#/:'/Q0&I!?I!<&D/:&<!/:!2;[M`899!:&&<!($!-&!?QQ0/&<!/:!(E&!#&\+/#&,&:(!?:?0=I/I!$D!?I!
I=I(&,! ($! /<&:(/D=!Q#/>?'=!$Q&#?(/$:?0! #&\+/#&,&:(IK!.E&!&:@/:&&#/:@!#&\+/#&,&:(! ?:?0=I/I!
,+I(!(?C&!Q0?'&!/:!'$:%+:'(/$:!B/(E!?!#/IC!?:?0=I/I!?'(/>/(=K!

4.1.3.1 Combining Goal oriented Analysis and Risk-based Analysis 

.E&!&:@/:&&#/:@!#&\+/#&,&:(!?:?0=I/I!QE?I&!(?C&I!Q0?'&!/:! '$:%+:'(/$:!B/(E!#/IC!,?:?@&,&:(!
?:?0=I/IK!

1/IC!,?:?@&,&:(!D$'+I&I!$:!/<&:(/D=/:@!(E&!?II&(I!($!Q#$(&'(!/:!(E&!I=I(&,!+:<&#!<&>&0$Q,&:(!
?:<!(E&!/9'$&/. !(E?(!,/@E(!'$,Q#$,/I&!(E&!?''$,Q0/IE,&:(!$D!(E&!%'(2&30!%'()3(%7$.!$:!(E&I&!
?II&(IK! .E&:! ?!/'$&/=$)/ ! /I! Q#$Q$I&<! ($! ?<<#&II! (E&! #/IC! ?II$'/?(&<! B/(E! (E&! (E#&?(K! .E/I!
(#&?(,&:(!,?=!#?:@&!D#$,!<$/:@!:$(E/:@!S?''&Q(!(E&!#/ICT!($!/:'0+</:@!#&\+/#&,&:(I!(E?(!,?=!
?>$/<!$#!#&<+'&!(E&!'(.?K!

1&\+/#&,&:(!?:?0=I/I!/I!@$?0!$#/&:(&<)!&?'E!%'()3(%7$!/I!'$:I/<&#&<!?I!?!E/@E!0&>&0!'$:'&#: !(E?(!
(E&! I=I(&,! ,+I(! D+0D/0K! 4?'E!%'()3(%7$! /I! (E&:! #&D/:&<! /:($! ?! I&(! $D! 0$B&#60&>&0!*-(,$7()$. !$#!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
12 The text is taken from 
https://www.datenschutzzentrum.de/guetesiegel/Privacy_Protection_Goals_in_privacy_and_data_protection_evaluat
ions_V05_20120713.pdf 
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IQ&'/D/'!@$?0I!#&\+/#&<!($!,&&(!(E&!'$:'&#: K!.E&:!#&I+0(/:@!&:@/:&&#/:@!#&\+/#&,&:(I!$D!3'(/$'(&!
?#&!Q#$Q$I&<!($!?<<#&II!(E&!IQ&'/D/'!@$?0IK!

.E&!I&(!$D!/'$&/=$)/. !?:<!3'(/$'(&!?#&!%$/:(0=!#&D&##&<!?I!1%$'&/(1)&7!'$c-('$=$)/. K!

.E&!<&I/@:!QE?I&!E?I!(E&!$-%&'(/>&!($!/<&:(/D=!(E&!%'(2&30!31)/'17.!(E?(!?#&!<&I/@:&<!($!,&&(!
(E&!1%$'&/(1)&7! '$c-('$=$)/. K! .E&=! ?#&! #&?0/I&<! -=!,& ?I+#&I!<&I/@:&<! ($! ,&&(! (E&!.-33$..!
3'(/$'(&!?:<!-=!'$+:(&#,&?I+#&I!<&I/@:&<!($!,&&(!(E&!/'$&/=$)/. K!

.E&!#&I+0(/:@!,$<&0!/I!/00+I(#?(&<!/:!A/@+#&!` K!

!

!
Figure 9: SPEF Goal-oriented and Risk-based Requirement Elicitation 

5$,,&:() !

x .E/I!I&'(/$:!/I!(?C&:!D#$,!"12"314!eMMfK!

x 4:@/:&&#I! :&&<! ($!+I&!@$?0!$#/&:(&<!,&(E$<I!SQ$I/(/>&! (E/:C/:@!>I! :&@?(/>&! (E/:C/:@TK!
.E&=!?0I$!:&&<!+I&!?!,&(E$<!(E?(!'0&?#0=!0/:CI!($!#/IC!,?:?@&,&:(!?:<!(E#&?(!?:?0=I/I!

4.1.3.2 Operationalisation approach 

3:!$Q&#?(/$:?0/I?(/$:!?QQ#$?'E!/I!:&&<&<!($!/<&:(/D=!(E&!$Q&#?(/$:?0!#&\+/#&,&:(IK!3!:+,-&#!
$D!I(&QI!?#&!:&&<&<!

x ;(&Q!8)! F&D/:/(/$:! $D! I'$Q&! $D! +I&! '?I&! S/:>&:($#=! $D! I&#>/'&IP! ?QQ0/'?(/$:IP! Q#/>?'=!
Q#/:'/Q0&IP!0/I(!$D!(E#&?(IT!!
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x ;(&Q!M)!!F&(?/0&<!+I&!'?I&!?:?0=I/I!SI(?C&E$0<&#IP!<?(?!D0$BI!?:<!($+'E!Q$/:(IT!
x ;(&Q!Y)! 2<&:(/D=! $Q&#?(/$:?0! #&\+/#&,&:(I! S-=! '?##=/:@! $+(! ?! (E#&?(! ?:?0=I/I! ?:<! ?! @$?0!

$#/&:(&<!?:?0=I/IT!
x ;(&Q!̂ )!3II$'/?(&!Q#/>?'=!D+:'(/$:?0!I&#>/'&I!
!

5$,,&:(I !

x .E&!I(&QI!<&I'#/-&<!E&#&!?#&!(?C&:!D#$,![3;2; 6" U1U !eNfK!

x 4:@/:&&#I!:&&<!($!-&!Q#$>/<&<!?!,&(E$<$0$@=!D$#!$Q&#?(/$:?0/I?(/$:!S/K&K!/<&:(/D/'?(/$:!
$D!$Q&#?(/$:?0!#&\+/#&,&:(IT!

4.1.3.3 Organisation Library 

2:! $#<&#! ($! E&0Q!$Q&#?(/$:?0/I?(/$:! (E&! D$00$B/:@! C:$B0&<@&! /I! $D! /:(&#&I(! B/(E/:! ?:!
$#@?:/I?(/$:K!

]/I(!$D!Q#/:'/Q0&I!?:<!
?II$'/?(&<!'?(?0$@!$D!
@+/<&0/:&I!?:<!'#/(&#/?!

.E&!D$00$B/:@!Q#/:'/Q0&I!?#&!/<&:(/D/&<)!consent and choice, purpose legitimacy and 
specification, collection limitation, data minimization, use, retention and disclosure 
limitation, accuracy and quality, openness, transparency and notice, individual 
participation and access, accountability, information security, privacy compliance!

[#@?:/I?(/$:I!IE$+0<!,?/:(?/:!?!'?(?0$@!$D!@+/<&0/:&I!?:<!I+''&II!'#/(&#/?K!!

5?(&@$#/&I!$D!(E#&?(I!?:<!
?II$'/?(&<!'?(?0$@!

.E&!D$00$B/:@!'?(&@$#/&I!$D!(E#&?(I!?#&!/<&:(/D/&<)!Linkability, Identifiability, Non-
repudiation, Detectability, Disclosure of information, Unawareness, Non-complianceK!

[#@?:/I?(/$:I!IE$+0<!,?/:(?/:!?!'?(?0$@!$D!(E#&?(I!?:<!(#&?(&,&:(IK!

5?(&@$#/&I!$D!Q#/>?'=!
D+:'(/$:?0!I&#>/'&I!?:<!
?II$'/?(&<!'?(?0$@!

.E&!D$00$B/:@!I&#>/'&I!?#&!/<&:(/D/&<)!agreement, usage, validation, certification, 
enforcement, security, interaction, accessK!

[#@?:/I?(/$:I!IE$+0<!,?/:(?/:!?!'?(?0$@!$D!I&#>/'&IK!!

5$,,&:(I !

x 5?(?0$@!$D!(E#&?(I!/I!-?I&<!$:!]2*FFX*!eZfP!0/I(!$D!Q#/:'/Q0&I!/I!-?I&<!$:!2;[!M`899!e8fP!
'?(&@$#/&I!$D!I&#>/'&I!/I!-?I&<!$:![3;2; 6" U1U!eNf!

x [#@?:/I?(/$:I! ,+I(! &:I+#&! (E?(! &:@/:&&#I!#&+I&! -&I(! Q#?'(/'&! ?:<! ?II$'/?(&<!
(&'E:$0$@=K!3!#&Q$I/($#=!$D!?II$'/?(&<!C:$B0&<@&!S'?(?0$@T!/I!:&&<&<!

FEOEF <'1=!"'(2&30!H%$'&/(1)&7!#$c-('$=$)/.!/1!"'(2&30!:1)/'17. !

[:'&!$Q&#?(/$:?0!#&\+/#&,&:(I!E?>&!-&&:!&0/'/(&<P!?!<&I/@:!QE?I&!,+I(!-&!'?##/&<!$+(!(E?(!0&?<!
($!(E&!IQ&'/D/'?(/$:!$D!Q#/>?'=!'$:(#$0IK!

4.1.4.1 Model integrating Architecture Decisions 

.E&!<&I/@:!?:?0=I/I!QE?I&!/:>$0>&I!<&'/I/$:I! (E?(!'?:! 0&?<!($!?#'E/(&'(+#&!<&'/I/$:I!$#!"86# I!
SQ#/>?'=! &:E?:'/:@! ?#'E/(&'(+#&ITK! A$#! /:I(?:'&! (E&! <&I/@:! $D! ?! Q#/>?'=! '$:(#$0! '?:! /:>$0>&!
<&'/I/$:I!'$:'&#:/:@!<?(?!0$'?(/$: !BE/'E!/:!(+#:!,?=!,$</D=!(E&!I=I(&,!?#'E/(&'(+#&K!

3#'E/(&'(+#&!<&'/I/$: I ! ?<<#&II! ,?/:0=! :$: 6D+:'(/$:?0! Q#/>?'=! #&\+/#&,&:(I! BE/0&! ;&#>/'&I!
?<<#&II!D+:'(/$:?0!Q#/>?'=!#&\+/#&,&:(IK!.E&!#&I+0(/:@!,$<&0!/I!IE$B&<!/:!A/@+#&!89K!
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Figure 10: SPEF supporting PEARs and PETs 

5$,,&:(I !

x c?I&<!$:!"431;! eLf!!

x 3#'E/(&'(+#&! <&'/I/$:I! ,?=! E?>&! ?! @#&?(&#! /,Q?'(! /:! Q#&I&#>/:@! Q#/>?'=K! .E&=! B/00! -&!
?'(+?00=!#&\+/#&<!/:!?:=!D+(+#&!I$0+(/$:!-?I&<!$:! Q#/>?'=!&:E?:'/:@!(&'E:$0$@/&IP!&K@KP!
?((#/-+(&!-?I&<!'#&<&:(/?0IP!,+0(/6Q?#(=!'$,Q+(?(/$:P!&('K!

x 4_?,Q0&I! $D! Q#/>?'=! Q#&I&#>/:@! I$0+(/$:I! /:>$0>/:@! ?#'E/(&'(+#&!<&'/I/$:I !?#&!"#/"3kF!
eY7f!$#!"#4."! eYZfK!

4.1.4.2 Operationalisation 

3:!$Q&#?(/$:?0/I?(/$:!?QQ#$?'E!/I!:&&<&<!($!/<&:(/D=!(E&!Q#/>?'=!'$:(#$0K!3!:+,-&#!$D!I(&QI!?#&!
:&&<&<!

x ;(&Q!8)!2<&:(/D/'?(/$:!$D!Q#/>?'=!'$:(#$0!S"4.; T!+I/:@!Q#/>?'=!<&I/@:!I(#?(&@/&I!
x ;(&Q!M)!/D!:&&<&<!/<&:(/D/'?(/$:!$D!?#'E/(&'(+#&!<&'/I/$:I!S"431IT!
x ;(&Q!Y)!/D!:&&<&<!&>?0+?(&!?#'E/(&'(+#&!
x ;(&Q!̂ )!2<&:(/D/'?(/$:!$D!Q#/>?'=!Q?((&#:I!!
x ;(&Q!N)!4>?0+?(/$:!$D!Q#/>?'=!'$:(#$0!&DD&'(/>&:&II!S&K@K!Q#/>?'=!\+?:(/D/'?(/$:T!
x ;(&Q!7)!4>?0+?(/$:!$D!'$,Q0/?:'&!

.E&! '$:'&Q(!$D!Q#/>?'=!Q?((&#:! /I!C&=K!3!Q#/>?'=!Q?((&#:! '?:!D$'+I!$:!?#'E/(&'(+#&!?IQ&'(I!?I!
B&00!?I!D+:'(/$:?0!-&E?>/$+#!?IQ&'(IK!

5$,,&:(I !

x ; (&Q!8!/I!-?I&<!$:!d$&Q,?:! e89fK!;(&Q!M!?:<!Y!?#&!-?I&<!$:!"431;! eLfK!;(&Q!^!/I!-?I&<!
$:!d$&Q,?:! e89fK!;(&Q!N!/I!-?I&<!$:!"12"314!#&'$,,&:<?(/$:I! eMYfK!;(&Q!7!(?C&I!/:($!
?''$+:(!Q#/>?'=!/,Q?'(!?II&II,&:(!S/K&K!/(!'?:!-&!-?I&<!$:!2;[!M`8Y^!eMfT!

x 4:@/:&&#I!:&&<!($!-&!Q#$>/<&<!?!,&(E$<$0$@=!D$#!$Q&#?(/$:?0/I?(/$:!S/K&K!/<&:(/D/'?(/$:!
$D!Q#/>?'=!'$:(#$0!?:<!BE&:!?QQ#$Q#/?(&!/<&:(/D/'?(/$:!$D!?#'E/(&'(+#&!<&'/I/$:I T!
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4.1.4.3 Organisation Library 

2:! $#<&#! ($! E&0Q! $Q&#?(/$:?0/I?(/$:! (E&! D$00$B/:@! C:$B0&<@&! /I! $D! /:(&#&I(! B/(E/:! ?:!
$#@?:/I?(/$:K!

]/I(!$D!<&I/@:!I(#?(&@/&I!
?:<!?II$'/?(&<!'?(?0$@!$D!
Q?((&#:I!?:<!'$:(#$0I!

.E&!D$00$B/:@!'?(&@$#/&I!$D!<&I/@:!I(#?(&@/&I!?#&!/<&:(/D/&<)!Minimize, Hide, 
Separate, Aggregate, Inform, Control, Enforce 

[#@?:/I?(/$:I!IE$+0<!,?/:(?/:!?!'?(?0$@!$D!Q#/>?'=!'$:(#$0I!SD$#!/:I(?:'&!2;[!M`8N8T!
?:<!Q#/>?'=!Q?((&#:IK!

5$,,&:(I !

x F&I/@:! I(#?(&@/&I! ?:<! Q#/>?'=! Q?((&#:I! ?#&! -?I&<! $:! d$&Q,?:!e89fK! "#/>?'=! Q?((&#:I!
#&Q$I/($#/&I! /:/(/?(/>&I! E?>&! I(?#(&<! SI&&! E((QI)JJQ#/>?'=Q?((&#:IK&+P! $#!
E((Q)JJQ#/>?'=Q?((&#:IK$#@JTK!!

x [#@?:/I?(/$:I! ,+I(! &:I+#&! (E?(! &:@/:&&#I! #&+I&! -&I(! Q#?'(/'&! ?:<! ?II$'/?(&<!
(&'E:$0$@=K!3!#&Q$I/($#=!$D!?II$'/?(&<!C:$B0&<@&!/I!:&&<&<K!

FEOEJ G(A$!:037$!6%%'1&39!

[#@?:/I?(/$:!'?##=/:@!$+(!Q#/>?'=!&:@/:&&#/:@!,+I(!(?C&!/:($!?''$+:(!?00!QE?I&I!$D!(E&!0/D&'='0&K!
2:! $#<&#! ($! ?00$B! D$#! &?I/&#! /:(&@#?(/$:! $D! Q#/>?'=! &:@/:&&#/:@! ?'(/>/(/&I! /:($! &_/I(/:@!
,&(E$<$0$@/&I! SB?(&#D?00P! ?@/0&P! Q#$($(=Q/:@TP! /(! /I! ?<>/I&<! ($! I(#+'(+#&! ?! Q#/>?'=! &:@/:&&#/:@!
,&(E$<$0$@=!/:($!QE?I&I!?:<!Q#$'&II&I!(E?(! '?:! (E&:!-&!&?I/0=! /:(&@#?(&<!/:!?:!$#@?:/I?(/$:!
<&>&0$Q,&:(!,&(E$<$0$@=K!

4.1.5.1 Phases and Processes 

.E&! (?-0&! -&0$B! <&I'#/-&I! (E&! ,?/:! QE?I&I! $D! ?! Q#/>?'=! &:@/:&&#/:@! ,&(E$<$0$@=P! (E&!
?II$'/?(&<!I=I(&,!0/D&!'='0&!Q#$'&II&I!?:<!Q$II/-0&!?'(/>/(/&IK!!

!

"'(2&30!
8)*()$$'()*!
"9&.$!

;0./$=!G(A$!:037$!"'13$..$. !
Z+;H!OJQ\\[!

"'(2&30!8)*()$$'()*! 63/(2(/($.!

4:>/#$:,&:( !a!
2:D#?I(#+'(+#&!

2:D#?I(#+'(+#&!,?:?@&,&:(!Q#$'&II!
"#$%&'(!Q#/>?'=!Q$#(D$0/$!,?:?@&,&:(!Q#$'&II!

[#@?:/I?(/$:?0!Q#/>?'=!?#'E/(&'(+#&!
"#$,$(&!Q#/>?'=!?B?#&:&II!

3:?0=I/I! ;(?C&E$0<&#!Q#/>?'=!#&\+/#&,&:(I!<&D/:/(/$:!Q#$'&II!
"#/>?'=!#&\+/#&,&:(I!?:?0=I/I!Q#$'&II!

"#&0/,/:?#=P!D+:'(/$:?0!<&I'#/Q(/$:!?:<!E/@E6
0&>&0! Q#/>?'=! ?:?0=I/IP! Q#/>?'=! #&\+/#&,&:(I!
$Q&#?(/$:?0/I?(/$:P!0&@?0!'$,Q0/?:'&!

F&I/@:! "#/>?'=!?#'E/(&'(+#?0!<&I/@:!Q#$'&II! "#/>?'=!5$:(#$0! F&I/@:P! "431! 3#'E/(&'(+#&!
/,Q?'(! &>?0+?(/$:P! "#/>?'=! 4:E?:'/ :@!
F&(?/0&<!F&I/@:!

2,Q0&,&:(?(/$: ! "#/>?'=!/,Q0&,&:(?(/$:!Q#$'&II! "#/>?'=!/,Q0&,&:(?(/$: !
H&#/D/'?(/$:! "#/>?'=!H&#/D/'?(/$:!Q#$'&II! "#/>?'=! 5$:(#$0! H&#/D/'?(/$:P!3''$+:(?-/0/(=P!

;(?(/'!?:?0=I/IP!F=:?,/'!3:?0=I/I !
1&0&?I&! .#?:I/(/$: !Q#$'&II! 5#&?(&! 2:'/<&:(!1&IQ$:I&! "0?:P! 5#&?(&!

I=I(&,! <&'$,,/II/$:/:@! Q0?:P! A/:?0! "#/>?'=!
#&>/&BP!"+-0/IE!"23!#&Q$#(!

U?/:(&:?:'& ! U?/:(&:?:'&!Q#$'&II ! 4_&'+(&! /:'/<&:(! #&IQ$:I&! Q0?:P! "#/>?'=!
>&#/D/'?(/$:I!

F&'$,,/II/$:/:@ ! F/IQ$I?0!Q#$'&II! 4_&'+(&!<&'$,,/II/$:/:@!Q0?: !

!
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x .E/I!I&'(/$:!/I! /:IQ/#&<!D#$,!"12"314!!eM8fP!eMMf!(?C/:@!/:($!?''$+:(!2;[!8NMLL !

FEOEP 8)2('1)=$)/!e!+)A'&./'-3/-'$ !

.E&! &:>/#$:,&:(! a! /:D#?I(#+'(+#&! QE?I&! D$00$BI! 2;[! MZ9Y^!eYNf! ?<?Q(&<! ($! ?QQ0/'?(/$:!
Q#/>?'=8YK!!

.E&! '$:'&Q(! $D! $#@?:/I?(/$:! :$#,?(/>&! D#?,&B$#C! /I! <&D/:&<! ?I! ?! D#?,&B$#C! BE&#&! ?00!
?QQ0/'?(/$:!Q#/>?'=!-&I( !Q#?'(/'&I!#&'$@:/h&<!-=!(E&!$#@?:/h?(/$:!?#&!I($#&<P!$#!D#$,!BE/'E!(E&=!
B/00! -&! #&D/:&<! $#! <&#/>&<K! 2(! '$,Q#/I&I! &II&:(/?0! '$,Q$:&:(IP! Q#$'&II&I! (E?(! +(/0/h&! (E&I&!
'$,Q$:&:(IP!?:<!Q#$'&II&I!D$#!,?:?@/:@!(E&![*A!/(I&0DK!A/@+#&!88!IE$BI!?!E/@E60&>&0!>/&B!$D!
(E&![*A!'$:(&:(IK! !

!
Figure 11: SPEF Organisation Normative Framework 

A$#!(E&!Q+#Q$I&I!$D!'$##&'(0=!?<<#&II/:@!?QQ0/'?(/$:!I&'+#/(=!'$:'&#:IP!?:!$#@?:/h?(/$:!IE$+0<!
E?>&!?!D$#,?0![*A!'$:(?/:/:@!(E&!D$00$B/:@!'$,Q$:&:(I)!

x -+I/:&II!'$:(&_(l !
x #&@+0?($#=!'$:(&_(l!
x (&'E:$0$@/'?0!'$:(&_(l!
x ?QQ0/'?(/$:!IQ&'/D/'?(/$:I!#&Q$I/($#=l!
x #$0&IP!#&IQ$:I/-/0/(/&I!?:<!\+?0/D/'?(/$:Il!
x $#@?:/h?(/$:!3QQ0/'?(/$:!5$:(#$0!]/-#?#=!S/K&K!Q#/>?'=!'$:(#$0ITl!
x Q#$'&II&I!#&0?(&<!($!?QQ0/'?(/$:!Q#/>?'=l!
x 3QQ0/'?(/$:!"#/>?'=!]/D&!5='0&!1&D&#&:'&!U$<&0!

!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
13 A privacy engineering framework standard could be based on ISO27034, extended to application privacy 
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x .E/I!I&'(/$:!/I!(?C&:!D#$,!2;[!MZ9Y^!eYNf!?:<!"12"314!eM8fK!

x bE/0&! 2;[! MZ9Y^! Q#$>/<&I! @+/<?:'&! $:! E$B! ($! E?:<0&! ?QQ0/'?(/$:! I&'+#/(=P! ?! Q#/>?'=!
&:@/:&&#/:@! D#?,&B$#C! IE$+0<! ?0I$! Q#$>/<&! @+/<?:'&! $:! E$B! ($! E?:<0&! ?QQ0/'?(/$:!
Q#/>?'=K!

4.2 Privacy Engineering Principles 
3!:+,-&#!$D!Q#/>?'=!&:@/:&&#/:@!Q#/:'/Q0&I!?#&!<&D/:&<K!.E&I&!Q#/:'/Q0&I!?#&!?<<&<!($!(E&!2;[!
M`899! Q#/>?'=! Q#/:'/Q0&I! ($! D+#(E&#!guide the design, development, and implementation of 
privacy policies and privacy controls!D#$,!?:!&:@/:&&#/:@!>/&BQ$/:(K!

!

2:(&@#?(/$:!$D!#/IC!
,?:?@&,&:( !

"#/>?'=!&:@/:&&#/:@!?'(/>/(/&I!,+I(!-&!'?##/&<!$+(!%$/:(0=!B/(E!(E&!#/IC!
,?:?@&,&:(!?'(/>/(/&I!:&&<&<!($!&:I+#&!Q#$Q&#!E?:<0/:@!$D!Q#/>?'=K!2;[!
M`8Y^!?:<!?II$'/?(&<!Q#?'(/'&I!'?: !-&!+I&<!?I!#&D&#&:'&K!
!
.E&!#?(/$:?0&!D$#!(E/I!Q#/:'/Q0&!/I!(E?(!BE/0&!?:!&:@/:&&#/:@!>/&BQ$/:(!
,+I(!-&!(?C&:P!&:@/:&&#I!,+I(!/:'0+<&!?!#/IC!,?:?@&,&:(!Q&#IQ&'(/>&K!

2:(&@#?(/$:!$D!
'$,Q0/?:'& !

"#/>?'=!&:@/:&&#/:@!?'(/>/(/&I!,+I(!-&!'?##/&<!$+(!%$/:(0=!B/(E!(E&!
'$,Q0/?:'&!'E&'C/:@!S&K@K!(&'E:/'?0!$-0/'?(/$:IP!0&@?0!$-0/@?(/$:ITK!
!
.E&!#?(/$:?0&!D$#!(E/I!Q#/:'/Q0&!/I!(E?(!BE/0&!?:!&:@/:&&#/:@!>/&BQ$/:(!
,+I(!-&!(?C&:P!&:@/:&&#I!,+I(!/:'0+<&!?!'$,Q0/?:'&!Q&#IQ&'(/>&K!.E/I!
'? :!/:>$0>&!/,Q?'(!?II&II,&:(!<$'+,&:(IP!?II+#?:'&!?:<!'$:D$#,?:'&!
?'(/>/(/&IK!

X:0/:C?-/0/(=!
$-%&'(/>&!

X:0/:C?-/0/(=!/I!?!Q#/>?'=!&:@/:&&#/:@!$-%&'(/>&K!2(!&:I+#&I!(E?(!Q#/>?'=6
#&0&>?:(!<?(?!'?::$(!-&!0/:C&<!?'#$II!Q#/>?'=!<$,?/:I!$#!+I&<!D$#!?!
</DD&#&:(!Q+#Q$I&!(E?:!$#/@/:?00=!/:(&:<&<K!
!
.E&!#?(/$:?0&!D$#!(E/I!Q#/:'/Q0&!/I!(E?(!+:0/:C?-/0/(=!/I!?!IQ&'/D/'!Q#$Q&#(=!
D$#!Q#/>?'=K!

.#?:IQ?#&:'=!
[-%&'(/>&!

.#?:IQ?#&:'=!/I!?!Q#/>?'=!&:@/:&&#/:@!$-%&'(/>&K!2(!&:I+#&I!(E?(!?00!
Q#/>?'=6#&0&>?:(!<?(?!Q#$'&II/:@!/:'0+</:@!(E&!0&@?0P!(&'E:/'?0!?:<!
$#@?:/h?(/$:?0!I&((/:@!'?:!-&!+:<&#I($$<!?:<!#&'$:I(#+'(&<K!
!
.E&!#?(/$:?0&!D$#!(E/I!Q#/:'/Q0&!/I!(E?(!(#?:IQ?#&:'=!/I!?!IQ&'/D/'!Q#$Q&#(=!
D$#!Q#/>?'=!,?:?@&,&:(K!

2:(&#>&:?-/0/(=!
[-%&'(/>&!

2:(&#>&:?-/0/(=!/I!?!Q#/>?'=!&:@/:&&#/:@!$-%&'(/>&K!2(!&:I+#&I!(E?(!<?(?!
I+-%&'(IP!$Q&#?($#I!?:<!I+Q&#>/I$#=!?+(E$#/(/&I!'?:!/:(&#>&:&!/:!?00!
Q#/>?'=6#&0&>?:(!<?(?!Q#$'&II/:@K!
!
.E&!#?(/$:?0&!D$#!(E/I!Q#/:'/Q0&!/I!(E?(!/:(&#>&:?-0/(=!/I!?!IQ&'/D/'!Q#$Q&#(=!
D$#!Q#/>?'=!,?:?@&,&:(K!

2:(&@#?(/$:!$D!'$?06
$#/&:(?(/$:!/: !

.E&!/<&:(/D/'?(/$:!$D!#&\+/#&,&:(I!/:!Q#/>?'=!&:@/:&&#/:@!,+I(!/:'0+<&! /I!
@$?0!$#/&:(?(/$:!?QQ#$?'E!BE&#&!&:@/:&&#I!<&I'#/-&!#&\+/#&,&:(I!/:!



"12"314! 5$:(#/-+(/$:!($!;(+<=!"&#/$<!$:!"#/>?'=!4:@/:&&#/:@!A#?,&B$#C! >8K9!

!

97J9LJM98N! 25.678978Y! ML!

#&\+/#&,&:(!
&:@/:&&#/:@!

(&#,I!$D!(E&!@$?0I!(E?(!,+I(!-&!,&(!-=!I=I(&, IK!
!
.E&!#?(/$:?0&!D$#!(E/I!Q#/:'/Q0&!/I!(E?(!@$?0!$#/&:(?(/$:!/I!:&&<&<!D$#!
&:@/:&&#/:@K!2(!B/00!'$,Q0&,&:(!#&\+/#&,&:(I!&0/'/(&<!(E#$+@E!#/IC!
?:?0=I/IK!!

F?(?!$#/&:(&<!
F&I/@:!I(#?(&@/&I!

"#/>?'=!&:@/:&&#/:@!/:'0+<&I!<?(?!$#/&:(&<!<&I/@:!I(#?(&@/&IK!.E&I&!
I(#?(&@/&I!'?:!E&0Q!?<<#&II!(E&!+:0/:C?-/0/(=!$-%&'(/>&K!.E&=!$D(&:!0&?<!($!
?#'E/(&'(+#?0!<&'/I/$:I! SQ#/>?'=!&:E?:'/:@!?#'E/(&'(+#&ITK!
!
.E&!#?(/$:?0&!D$#!(E/I!Q#/:'/Q0&!/I!(E?(!<?(?!$#/&:(&<!<&I/@:!I(#?(&@/&I!B/00!
E&0Q!,&&(!+:0/:C?-/0/(=!Q#$Q&#(/&IK!!

"#$'&II!$#/&:(&<!
F&I/@:!I(#?(&@/&I!

"#/>?'=!&:@/:&&#/:@!/:'0+<&I!Q#$'&II!$#/&:(&<!<&I/@:!I(#?(&@/&IK!.E&I&!
I(#?(&@/&I!'?:!E&0Q!?<<#&II!(E&!(#?:IQ?#&:'=!?:<!/:(&#>&:?-/0/(=!
$-%&'(/>&IK!
!
.E&!#?(/$:?0&!D$#!(E/I!Q#/:'/Q0&!/I!(E?(!Q#$'&II!$#/&:(&<!<&I/@:!B/00!E&0Q!
,&&(!(#?:IQ?#&:'=!?:<!/:(&#>&:?-/0/(=!Q#$Q&#(/&IK!

] /D&'='0&!;+QQ$#(!

"#/>?'=!&:@/:&&#/:@!&_(&:<I!($!(E&!&:(/#&!0/D&'='0&K!
!
.E&!#?(/$:?0&!D$#!(E/I!Q#/:'/Q0&!/I!(E?(!Q#/>?'=!,?:?@&,&:(!&_(&:<I!$>&#!
(E&!&:(/#&!0/D&'='0&K!5$:I&\+&:(0=!Q#/>?'=!&:@/:&&#/:@!,+I(!&_(&:<!$>&#!
(E&!&:(/#&!0/D&'='0&K!

"#/>?'=!
&:@/:&&#/:@!
C:$B0&<@&!
'?Q/(?0/I?(/$:!

"#/>?'=!&:@/:&&#/:@!#&0/&I!$:!C:$B0&<@&!'?Q/(?0/I?(/$:K!"#/>?'=!'$:(#$0I!
'?:!-&!I($#&<!?:<!#&+I&!S&K@K!(E#$+@E!Q#/>?'=!Q?((&#:ITK!"#$'&II&I!'?:!
?0I$!-&!I($#&<!/:!$#@?:/I?(/$:!0/-#?#/&IK![#@?:/I?(/$:!:$#,?(/>&!
D#?,&B$#CI!S?I!<&I'#/-&<!/:!2;[!MZ9Y^T!'?:!-&!+I&< !($!(E/I!&:<K!
!
.E&!#?(/$:?0&!D$#!(E/I!Q#/:'/Q0&!/I!(E?(!Q#/>?'=6-=6<&I/@:!,+I(!-&!
/:I(/(+(/$:?0/I&<!B/(E/:!$#@?:/I?(/$:IK!

4.3 List of Terms 
2:!#&<!(E&!:&B!(&#,IK!

!

"#/>?'=!4:@/:&&#/:@! 3! I=I(&,?(/'P! #/IC6<#/>&:! Q#$'&II! (E?(! $Q&#?(/$:?0/h&I! (E&!
"#/>?'=6-=6F&I/@:! QE/0$I$QE/'?0! D#?,&B$#C! B/(E/:! 2.! I=I(&,IK!
"#/>?'=!'$:'&#:I! ?#&! I+-I&\+&:(0=! /:(&@#?(&<! /:($! I=I(&,I! ?I!
Q?#(!$D!(E&!I=I(&,I!&:@/:&&#/:@!Q#$'&IIK!

"#/>?'=6-=6<&I/@:! 2:I(/(+(/$:?0/I?(/$:! $D! (E&! '$:'&Q(I! $D!Q#/>?'=! ?:<! I&'+#/(=! /:!
$#@?:/I?(/$:I!?:<!/:(&@#?(/$:!$D!(E&I&!'$:'&Q(I!/:!(E&!<&I/@:!$D!
I=I(&,I !

"#/>?'=!4:@/:&&#/:@!$-%&'(/>&I! " #$Q&#(/&I! (E?(! :&&<! ($! -&! D+0D/00&<! -=! &:@/:&&#I! <&I/@:/:@!
Q#/>?'=!'$:(#$0I!/:!?!I=I(&,K!

! X:0/:C?-/0/(=! 4:I+#&I! (E?(!Q#/>?'=6#&0&>?:(! <?(?! '?::$(! -&! 0/:C&<! ?'#$II!
Q#/>?'=!<$,?/:I!$#!+I&<!D$#!?!</DD&#&:(!Q+#Q$I&! (E?:!$#/@/:?00=!
/:(&:<&<K!

.#?:IQ?#&:'=! 4:I+#&I! (E?(! ?00! Q#/>?'=6#&0&>?:(! <?(?! Q#$'&II/:@! /:'0+</:@! (E&!
0&@?0P!(&'E:/'?0!?:<!$#@?:/h?(/$:?0!I&((/:@!'?:!-&!+:<&#I($$<!?:<!
#&'$:I(#+'(&<K!
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2:(&#>&:?-/0/(=! 4:I+#&I!(E?(!<?(?!I+-%&'(IP!$Q&#?($#I!?:<!I+Q&#>/I$#=!?+(E$#/(/&I!
'?:!/:(&#>&:&!/:!?00!Q#/>?'=6#&0&>?:(!<?(?!Q#$'&II/:@K!

"#/>?'=!Q#/:'/Q0&!S2;[!M`899T! "#/:'/Q0&I!(E?(!@+/<&!(E&!&:@/:&&#!/:!(E&!&:@/:&&#/:@!$D!I=I(&,I !
"#/>?'=![Q&#?(/$:?0!1&\+/#&,&:(I! 4:@/:&&#/:@!#&\+/#&,&:(I!?<<#&II/:@!Q#/>?'=!Q#/:'/Q0&I!
! .#&?(,&:(!?@?/:I(!#/ICI! 4:@/:&&#/:@!#&\+/#&,&:(I!#&I+0(/:@!D#$,!(#&?(,&:(I!$D!/<&:(/D/&<!

(E#&?(IK!

G+/<&0/:&I!($!,&&(!@$?0I! 4:@/:&&#/:@! #&\+/#&,&:(I!#&I+0(/:@! D#$,! /<&:(/D/&<! Q#/>?'=!
&:@/:&&#/:@!$-%&'(/>&I!

"#/>?'=!'$:(#$0!S2;[!M`899T! U&?I+#&I!(E?(!(#&?(!Q#/>?'=!#/ICI!-=!#&<+'/:@!(E&/#!0/C&0/E$$<!$#!
(E&/#!'$:I&\+&:'&I !

! "#/>?'=!&:E?:'/:@!(&'E:$0$@=!
S2;[!M`899T!

" #/>?'=! '$:(#$0P! '$:I/I(/:@! $D! /:D$#,?(/$:! ?:<! '$,,+:/'?(/$:!
(&'E:$0$@=! S25.T! ,&?I+#&IP! Q#$<+'(IP! $#! I&#>/'&I! (E?(! Q#$(&'(!
Q#/>?'=! -=! &0/,/:?(/:@! $#! #&<+'/:@! Q&#I$:?00=! /<&:(/D/?-0&!
/:D$#,?(/$:!S"22T!$#!-=!Q#&>&:(/:@!+::&'&II?#=!?:<J$#!+:<&I/#&<!
Q#$'&II/:@!$D! "22P!?00!B/(E$+(!0$I/:@! (E&! D+:'(/$:?0/(=!$D! (E&!25.!
I=I(&, !

"#/>?'=!&:E?:'/:@!?#'E/(&'(+#&I! 3#'E/(&'(+#&!<&'/I/$:I!?II$'/?(&<!B/(E!Q#/>?'=!'$:(#$0IK!
3#'E/(&'(+#&!S2;[!^M989T! A+:<?,&:(?0! '$:'&Q(I! $#! Q#$Q&#(/&I! $D! ?! I=I(&,! /:! /(I!

&:>/#$:,&:(!&,-$</&<!/:!/(I!&0&,&:(IP!#&0?(/$:IE/QIP!?:<!/:!(E&!
Q#/:'/Q0&I!$D!/(I!<&I/@:!?:<!&>$0+(/$:!

3#'E/(&'(/:@!S2;[!^M989T! " #$'&II! $D! '$:'&/>/:@P! <&D/:/:@P! &_Q#&II/:@P! <$'+,&:(/:@P!
'$,,+:/'?(/:@P! '&#(/D=/:@! Q#$Q&#! /,Q0&,&:(?(/$:! $DP!
,?/:(?/:/:@! ?:<! /,Q#$>/:@! ?:! ?#'E/(&'(+#&! (E#$+@E$+(! ?!
system’s life cycle S/K&KP!m<&I/@:/:@mT!

"#/>?'=!'$:(#$0!/,Q0&,&:(?(/$:! !
! "#/>?'=!Q?((&#:! G&:&#?0!#&+I?-0&!I$0+(/$:!($!?!'0?II!$D!Q#$-0&,I!/:!Q#/>?'=K!
]/D&!'='0&!Q#$'&II!S2;[!8MM9ZT! !
! "#/>?'=!&:@/:&&#/:@!QE?I&I! ;&(! $D! 2;[! 8MM9Z! Q#$'&II&I! 0$@/'?00=! @#$+Q&<! D#$,! ?! Q#/>?'=!

&:@/:&&#/:@!>/&BQ$/:(!
! "#/>?'=!&:@/:&&#/:@!Q#$'&II&I! 2;[!8MM9Z!Q#$'&II&I!IQ&'/?0/I&<!($!Q#/>?'=!&:@/:&&#/:@!
! "#/>?'=!&:@/:&&#/:@!?'(/>/(/&I! 2;[!8M9MZ!?'(/>/(/&I!<&</'?(&<!($!Q#/>?'=!&:@/:&&#/:@!

4.4 Additional Terms 
.E&I&!(&#,I!<&Q&:<I!$:!I$0+(/$:I!?:<!?QQ#$?'E&I!+I&<!/:!(E&!D#?,&B$#CK!

x [3;2; 6"U1U!D$#!$Q&#?(/$:?0/I?(/$:!$D!Q#/>?'=!Q#/:'/Q0&I!S&K@K!($+'E!Q$/:(IT!
x 5UX!I$D(B?#&!?#'E/(&'(+#&!?QQ#$?'E!!S&K@K!?#'E/(&'(+#&!(?'(/'IP!\+?0/(=!?((#/-+(&IT!
x d$&Q,?:! <&I/@:! I(#?(&@/&I! S&K@K!,/:/,/h&P! E/<&P! I&Q?#?(&P! ?@@#&@?(&P! /:D$#,P! '$:(#$0P!

&:D$#'&P!<&,$:I(#?(&T!!
x ]2*FFX*! (E#&?(! ?:?0=I/I! S&K@K!0/:C?-/0/(=P!2<&:(/D/?-/0/(=P! *$:6#&Q+</?(/$:P! F&(&'(?-/0/(=P!

F/I'0$I+#&!$D!/:D$#,?(/$:P!X:?B?#&:&IIP!*$:6'$,Q0/?:'& T!
x ;&0&'(&<!<&>&0$Q,&:(!,&(E$<$0$@=!
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J ���}�v���o�µ�•�]�}�v!
.E&!B&?0(E!$D!'$:(#/-+(/$:I!,?<&!#&'&:(0=!$:!Q#/>?'=!&:@/:&&#/:@!IE$BI!(E?(!

x ?!'$,Q0&(&!?:<!'$:>&#@&:'&!$D!+:<&#I(?:</:@!/I!Q$II/-0&!
x ?!D#?,&B$#C!/I!:&&<&<!/:!$#<&#!($!D&<&#?(&!?00!(E$I&!'$:(#/-+(/$:I!
!
"12"314!#&'$,,&:<?(/$:I!D$#!(E&!I(+<=!Q&#/$<!?#&!
x ($!>?0/<?(&!"12"314!>/&BQ$/:(!<+#/:@!(E&!I(+<=!Q&#/$<!
x ($!Q#&Q?#&!D$#!(E&!I+-,/II/$:!$D!?!*b2"!$:!?!Q#/>?'=!&:@/:&&#/:@!D#?,&B$#C!
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���v�v���Æ���í���d���l�]�v�P���]�v�š�}���������}�µ�v�š�����Æ�]�•�š�]�v�P���Z���(���Œ���v�����•!
.E&! D$00$B/:@! (?-0&! Q#$>/<&I!?! E/@E60&>&0! ?:?0=I/I! $:! E$B! (E&! ;(#?B,?:! "#/>?'=! 4:@/:&&#/:@!
A#?,&B$#C!'?:!-&!#&0?(&<!($!(E&!&_/I(/:@!#&D&#&:'&I!

!

2;[!M`899!–!
"#/>?'=!D#?,&B$#C!

The privacy engineering framework should extend 29100 with an 
engineering viewpoint 

2;[!M`898!–!
"#/>?'=!
3#'E/(&'(+#&!
D#?,&B$#C!

M`898!Q#$>/<&I!?:!?#'E/(&'(+#&!D#?,&B$#C!D$#!25.!I=I(&,I!(E?(!Q#$'&II!
"22K!2(!Q#$>/<&!?!'$,Q$:&:(!>/&BQ$/:(!'$:I/I(/:@!$D!(E#&&!0?=&#IP!?!Q#/>?'=!
I&((/:@!0?=&#P!?:!/<&:(/D&#!?:<!?''&II!,?:?@&,&:(!0?=&#P!?!"22!0?=&#K!

The privacy engineering framework can use 29100 as a reference for an 
architecture frameworkK!!

2;[! M 8̀Y !̂–!
"#/>?'=!2,Q?'(!
3II&II,&:(!
@+/<&0/:&I!

M`8Y^!<&I'#/-&I!?!Q#$'&II!($!?II&II!(E&!Q$(&:(/?0!/,Q?'(I!$D!?!I=I(&,!/:!
$#<&#!($!(#&?(!Q#/>?'=!#/ICK!

29134 can be used in the risk management part of a privacy engineering 
frameworkK!!

2;[!M`8N8!–!5$<&!
$D!Q#?'(/'&!D$#!
Q&#I$:?00=!
/<&:(/D/?-0&!
/:D$#,?(/$: !

M`8N8!$DD&#I!@+/<?:'&!$:!?!-#$?<!#?:@&!$D!/:D$#,?(/$:!I&'+#/(=!?:<!"22!
Q#$(&'(/$:!'$:(#$0IK!
29151 can be used in the design part of a privacy engineering frameworkK!

2;[!MZ9Y!̂–!
3QQ0/'?(/$:!
I&'+#/(=!

MZ9Y^!/I!?!I&(!$D!I(?:<?#<!D$'+I/:@!$:!?QQ0/'?(/$:!I&'+#/(=K!

All the standards are references that can be used to cope with security 
associated with data protection. 

MZ9Y6̂8!<&D/:&I!/:!Q?#(/'+0?#!?:!$#@?:/h?(/$:!:$#,?(/>&!D#?,&B$#C)!?!
D#?,&B$#C!BE&#&!?00!?QQ0/'?(/$:!I&'+#/(=!-&I(!Q#?'(/'&I!#&'$@:/h&<!-=!(E&!
$#@?:/h?(/$:!?#&!I($#&<P!$#!D#$,!BE/'E!(E&=!B/00!-&!#&D/:&<!$#!<&#/>&<K!2(!
'$,Q#/I&I!&II&:(/?0!'$,Q$:&:(IP!Q#$'&II&I!(E?(!+(/0/h&!(E&I&!
'$,Q$:&:(IP!?:<!Q#$'&II&I!D$#!,?:?@/:@!(E&![*A!/(I&0DK!

The privacy engineering framework can also extend this organization 
normative framework to integrate privacy best practices, as showed in 
Figure 11K!

2;[!^M989!–!
;=I(&,I!?:<!
I$D(B?#&!
&:@/:&&#/:@!6!
3#'E/(&'(+#&!

;(?:<?#<!D$#!?#'E/(&'(+#&!<&I'#/Q(/$:I!$D!I=I(&,I!?:<!I$D(B?#&K!M`899!
+I&I!2;[!^M989K!

Any item in a privacy engineering framework referring to an architecture 
description should use ISO42010. 

2;[!8NMLL!6!
;=I(&,!]/D&!5='0&!

;=I(&,I!4:@/:&&#/:@!I(?:<?#<!'$>&#/:@!Q#$'&II&I!?:<!0/D&!'='0&!I(?@&IK!

Any item in a privacy engineering framework referring to a system 
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"#$'&II&I ! process and life cycle stages should use ISO 15288.!

2;[!8MM9Z!6!
;$D(B?#&!]/D&!5='0&!
"#$'&II&I !

;(?:<?#<!D$#!I$D(B?#&!0/D&!'='0&!Q#$'&II&IK!

Any item in a privacy engineering framework referring to a software life 
cycle process should use ISO 122087.!

5*2]!Q#/>?'=!#/IC!
,?:?@&,&:( !

.E&!5*2]!#/IC!,?:?@&,&:(!eMZf!/I!Q#$>/<&I!Q#?'(/'?0!@+/<&0/:&I!D$#!Q#/>?'=!
/,Q?'(!?II&II,&:(IK !

These guidelines can be used for risk management in Figure 9 and 
integrated in the organisation normative framework in Figure 11. 

*2;.!#&Q$#(! .E&!*2;.!#&Q$#(!<&D/:&I!Q#$(&'(/$:!$-%&'(/>&IK!

These protection objectives could be the one defined in the Privacy 
Engineering framework. 

.E&!*2;.!#&Q$#(!<&D/:&I!?!#/IC!,?:?@&,&:(!?QQ#$?'EK!

These guidelines can be used for risk management in Figure 9 and 
integrated in the organisation normative framework in Figure 11.!

[3;2; 6"U1U ! ;(?: <?#<!<&I'#/-/:@!?!,&(E$<$0$@=!D$#!Q#/>?'=!?:?0=I/I!($!/<&:(/D=!
?QQ#$Q#/?(&!$Q&#?(/$:?0!Q#/>?'=!,?:?@&,&:(!D+:'(/$:?0/(=!?:<!
I+QQ$#(/:@!,&'E?:/I,I K!

A number of concepts in OASIS-PMRM could be integrated in the privacy 
engineering framework (e.g. touch points). 

OASIS-PMRM can be used for privacy analysis  and integrated in the 
organisation normative framework in Figure 11. 

[3;2; 6"-F 6;4! 5$,,/((&&!B$#C/:@!$:!Q#$>/</:@!Q#/>?'=!@$>&#:?:'&!?:<!<$'+,&:(?(/$:!
I(?:<?#<I!D$#!I$D(B?#&!&:@/:&&#IK!XI&I!XU]!?I!?!I(?#(/:@!Q$/:(!

Standards developed by OASIS-PbD-SE can be integrated in the 
organisation normative framework in Figure 11. 

4F";!2"4* ! 5$,,+:/(=!0&<!-=!4F"; 8^K!3!B$#CIE$Q!($$C!Q0?'&!/:!R+:&!M98N!B/(E!(B$!
0/>&I(#&?,&<!I&II/$:I! $:!I(?:<?#</h?(/$:8NP!BE/'E!0&<!($!(B$!?'(/$:I)!

x 5#&?(/$:!$D!?!B/C/!$:!Q#/>?'=!I(?:<?#<I87!
x .?IC!D$#'&!S3:($:/$!O+:@P!3'E/,!O0?-+:<&P!30&_?:<&#!d?:DDT!($!<#?D(!

?!I(?(&,&:(!$:!(E&!:&&<!D$#!?!Q#/>?'=!&:@/:&&#/:@!D#?,&B$#C!

!Action in progress – This document will be shared within the task force 

U2.14!Q#/>?'=!
&:@/:&&#/:@!

.&'E:/'?0! Q?Q&#!eM9f! E/@E0/@E(/:@! (E&! :&&<! ($! (?C&! ?:! &:@/:&&#/:@!
>/&BQ$/:(! ($! /:(&@#?(&! &0&,&:(I! I+'E! ?I! ?! Q#/>?'=! (&I(/:@P! Q#/>?'=6

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
14 https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/IPEN 
15 https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/IPEN/IPEN_Workshop_2015 
16 See http://ipen.trialog.com/. Contact Antonio.kung@trialog.com for an account 
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D#?,&B$#C! I&:I/(/>&! <&I/@:! <&'/I/$:IP! Q#/>?'=! #&\+/#&,&:(I! ?:<! '$:(#$0! I&0&'(/$:P!
?:<!I=I(&,!D$'+I&<!#/IC!?II&II,&:(K!

The privacy engineering framework should contain these elements. The 
Strawman privacy engineering framework contains them. 

5&:(#&!D$#!
2:D$#,?(/$:!"$0/'=!
]&?<&#IE/Q!
#&I&?#'E!$:!
"#/>?'=!1/IC!
U?:?@&,&:( !

.E/:C!(?:C!(E?(!E?I!Q+-0/IE&<!<$'+,&:(I!$:!Q#/>?'=!#/IC!,?:?@&,&:(I8Z!

These documents can influence the risk management part of privacy and 
be taken into account in practices that are integrated in an organization 
normative framework as in Figure 11.!

!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
17 https://www.hunton.com/files/Uploads/Documents/Centre/Role_of_Risk_Management_in_Data_Protection.pdf 
and https://www.informationpolicycentre.com/files/Uploads/Documents/Centre/A_Risk-
based_Approach_to_Privacy_Improving_Effectiveness_in_Practice.pdf  
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���v�v���Æ���î���d���l�]�v�P���]�v�š�}���������}�µ�v�š�����Æ�]�•�š�]�v�P���u���š�Z�}���}�o�}�P�]���•!
.E/I! I&'(/$:! /I! (?C&:! D#$,! ?! D$#(E'$,/:@! >&#I/$:! $D!eM8fK! 2(! IE$BI! E$B! (E&! "12"314!
,&(E$<$0$@=! '?:! -&! /:(&@#?(&<! /:($! &_/I(/:@! ,&(E$<$0$@/&IK! .E&! ?QQ#$?'E! /I! ($! I(#+'(+#&!
"12"314!Q#/>?'=!&:@/:&&#/:@!,&(E$<$0$@=!/:($!?!I&(!$D!Q#$'&II&I!(E?(!'?:!-&!/:(&@#?(&<!(E&I&!
,&(E$<$0$@/&IK!

A2.1 Software and system engineering methodologies 

6QEOEO!R&/$'A&77!

The concept of the waterfall model was first formally described in Royces’s 1970 article!eM`f!-+(!
</<!:$(!+I&!(E&!(&#,!B?(&#D?00K!

1$='&!<&D/:&<!?!'$,,$:!I&(!$D!I(&QI!($!?00!'$,Q+(&#!<&>&0$Q,&:(!Q#$'&II)!

!
Figure 12: Waterfall methodology phases 

PRIPARE’s metho<$0$@=!B/00!E?>&!($!Q#$>/<&!?!0/:&?#!?0(&#:?(/>&!B/(E!I&\+&:(/?0!I(&QI!I$!/(!'?:!
,?('E! (E/I! ,&(E$<$0$@=K! ;(&QI! IE$+0<! -&! @#$+Q&<! /:($! &\+/>?0&:(! I(?@&I! /:! (E&! "; -F!
,&(E$<$0$@=!D$#!?!I&?,0&II0=!,&(E$<$0$@=!/:(&@#?(/$:K!!

6QEOEQ!+/$'&/(2$!1'!()3'$=$)/&7 !

G/>&:! (E&!0/,/(?(/$:I!$D!(E&!B?(&#D?00!,$<&0! I$,&! ,$</D/'?(/$:I!B&#&!,?<&!($! ,?C&!?! ,$#&!
+I?-0&!?:<!#&?0/I(/'!,$<&0K!

Requirements

Design

Implementation

Verification

Maintenance
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!
Figure 13: Iterative methodology phases 

.E&!/(&#?(/>&!,$<&0!E?I!I$,&!-&:&D/(I!(E?(!(E&!B?(&#D?00!,$<&0!0?'CI)!

x 2:(&#,&</?(&!<&0/>&#=!I(&QIP!&:?-0/:@!(E&!,&?I+#&!$D!(E&!?0/@:,&:(!B/(E!(E&!Q#$%&'(!@$?0Il!

x ;+QQ$#(I!#&D?'($#/:@P!&:?-0/:@!-&((&#!<&I/@:Il!

x Uses developer and user’s feedback;!

6QEOEU!"'1/1/0%$!

.E&! $#/@/:?0! Q+#Q$I&! $D! (E/I! ,$<&0! /I! ($!&>?0+?(&! :$:6D/:?0!Q#$Q$I?0I! D$#! (E&! <&I/@:! $D! (E&!
I=I(&,!-=!(#=/:@!(E&:!$+(!#?(E&#!(E?:!/:(&#Q#&(/:@!/(I!<&I'#/Q(/$:IK!2(! /I!?0I$!+I&D+0!($!Q#&I&:(!
Q#$($(=Q&I!($!&:<!+I&#I!I$!(E&=!'?:!(&I(!(E&, !?:<!/:Q+(!(E&/#!D&&<-?'C!-&D$#&!(E&!Q#$<+'(/$:!
/I!<&>&0$Q&<K!

!
Figure 14: Prototype methodology phases [30]  
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.E&!Q#$($(=Q&!,$<&0!E?I!I$,&!-&:&D/(I!(E?(!(E&!B?(&#D?00!?:<!/(&#?(/>&!,$<&0I !0?'C)!

x 1&<+'&<! (/,&! ?:<! '$I(Il! - =! Q#$>/</:@! &:<! +I&#I! B/(E! Q#$($(=Q&IP! (E&! \+?0/(=! $D! &0/'/(&<!
#&\+/#&,&:(I!B/00! /,Q#$>&!?:<!,/:/,/I& !'E?:@&I!<+#/:@! /,Q0&,&:(?(/$:!BE&#&!(E&! '$I(I!
@#$B!&_Q$:&:(/?00=l!

x 2,Q#$>&<!+I&#!/:>$0>&,&:(l!&:@?@/:@!(E&!'+I($,&#!$#!(E&!&:<!+I&#I!<+#/:@!(E&!Q#$($(=Q/:@!
QE?I&I!?00$BI!(E&,!($!Q#$>/<&!,$#&!'$,Q0&(&!IQ&'/D/'?(/$:I!(E?(!E&0Q!($!-+/0<!?!I?(/ID?'($#=!
Q#$<+'(l!

6QEOEU!6*(7$!

2:!M998!?!@#$+Q!$D!I$D(B?#&!<&>&0$Q&#I!@?(E&#&<!($!</I'+II!0/@E(B&/@E(!<&>&0$Q,&:(!,&(E$<I!
/:! #&?'(/$:! ?@?/:I(! $(E&#! I$D(B?#&! <&>&0$Q,&:(! ,&(E$<I!(E?(!B&#&! ,$#&! E&?>=6B&/@E(&<P!
E?#<&#!($!D$00$B!?:<!D0?B&<!B/(E!I&>&#?0!E?:</'?QI!S&K@K!/:?-/0/(=!($!E?:<0&!'E?:@&IP!E/@E&#!'$I(!
?:<!-+#<&:!$D!<$'+,&:(?(/$:TK!3I!?!#&I+0(!$D!(E&!</I'+II/$:!(E&=!Q+-0/IE&<!(E&!U?:/D&I($!D$#!
3@/0&! ;$D(B?#&! F&>&0$Q,&:(! (E?(! /:'0+<&I! (B&0>&! Q#/:'/Q0&I! e88fK! .E/I! ?@/0&!,?:/D&I($! D$#!
I$D(B?#&!<&>&0$Q,&:(!'?:!?:<!E?I!-&&:!?<?Q(&<!($!?!,$#&!@&:&#/'!?QQ#$?'E!(E?(!'?:!-&!+I&<!
?I!?!Q#$%&'(! ,?:?@&,&:(! ,&(E$<$0$@=K!U?:=! ,&(E$<$0$@/&I!D$00$B! (E&!?@/0&! ,?:/D&I($!S&K@!
I'#+,P!O?:-?:!?:<!&_(#&,&!Q#$@#?,,/:@TK!

4>&:!/D! /(! /I! (E&! '?I&! (E?(! ;'#+,! /I! $:0=! $:&! $D! ,+0(/Q0&! ?@/0&! ,&(E$<$0$@/&IP! /(! /I! (E&! ,$I(!
&_(&:<&<K!

!
Figure 15: Scrum methodology phases 

!

A2.2 Project management methodologies 
" #$%&'(!,?:?@&,&:(!,&(E$<$0$@/&I!'?:!-&!+I&<!($!'$,Q0&,&:(!<&>&0$Q,&:(!,&(E$<$0$@/&IK!

6QEQEO!"CKHS!

.E&! "U2! S"#$%&'(! U?:?@&,&:(! 2:I(/(+(&T! <&>&0$Q&<! (E&! "Uc[On! @+/<&! /:! ?:! ?((&,Q(! ($!
<$'+,&:(! ?! I(?:<?#<! (&#,/:$0$@=! ?:<! ?! '$,Q&:</+,! $D! @+/<&0/:&I! ?:<! @$$<! Q#?'(/'&I! D$#!
Q#$%&'(!,?:?@&,&:(K!
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"Uc[On!<&D/:&I!?!I&(!$D!Q#$'&II&I!/:!(&#,I !$D!/:Q+(IP!($$0I!?:<!(&'E:/\+&I!?:<!$+(Q+(IK!.E&!
Q#$'&II! 0/I(! /I! $#@?:/h&<! /:($! D/>&! @#$+QI! ?:<! (&:! </DD&#&:(! C:$B0&<@&! ?#&?I! (E?(! IE$+0<! -&!
D$00$B&<!<+#/:@!(E&!Q#$%&'(!0/D&'='0&K!

!

!! !! "#$'&II!@#$+QI! !! !! !!
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!
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5$I(! !! !! !! !! !!

o+?0/(=! !! !! !! !! !!
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!! !! !! !! !!

5$,,+:/'?(/$: ! !! !! !! !! !!

1/IC! !! !! !! !! !!

"#$'+#&,&:( ! !! !! !! !! !!

! ;(?C&E$0<&#I! ! ! ! ! !

Figure 16: PMBOK process and knowledge matrix 

6QEQEQ!"#+M:8Q!

"12*54M!/I! ?! Q#$%&'(! ,?:?@&,&:(! ,&(E$<$0$@=! <&>&0$Q&<! -=! (E&! [DD/'&! $D! G$>&#:,&:(!
5$,,&#'&!S[G5TK!2(!/I!B/<&0=!+I&<!/:!(E&!XO!-+(!E?I!?0I$!-&&:!?<$Q(&<!,$#&!@0$-?00=!S,$I(0=!
/:! 3+I(#?0/?! $#! 4+#$Q&!eY8fTK!F&IQ/(&! (E&! D?'(! (E?(! "12*54M! B?I! /:/(/?00=! <&>&0$Q&<! D$#! 2.5!
Q#$%&'(!<&>&0$Q,&:(l!/(I!0?I(!>&#I/$:!/I!'$,Q?(/-0&!B/(E!?:=!Q#$%&'(!(=Q$0$@=K!

"12*54M!/I!?!Q#$'&II!<#/>&:!,&(E$<$0$@=!(E?(!/I!-?I&<!$:)!

x ;&>&:!Q#/:'/Q0&I)!'$:(/:+&<!-+I/:&II!%+I(/D/'?(/$:P!0&?#:!D#$,!&_Q&#/&:'&P!<&D/:&<!#$0&I!?:<!
#&IQ$:I/-/0/(/&IP!,?:?@&!-=!I(?@&IP!,?:?@&!-=!&_'&Q(/$:P!D$'+I!$:!Q#$<+'(I!?:<!(?/0$#&<!($!
I+/(!(E&!Q#$%&'(!&:>/#$:,&:(l!

x ;&>&:!(E&,&I)!-+I/:&II!'?I&P!$#@?:/h?(/$:P!\+?0/(=P!Q0?:IP!#/ICP!'E?:@&!?:<!Q#$@#&IIl!

x ;&>&:!Q#$'&II&I)!;(?#(/:@!+Q!?!Q#$%&'(P!/:/(/?(/:@!?!Q#$%&'(P!</#&'(/:@!?!Q#$%&'(P!'$:(#$00/:@!?!
I(?@&P!,?:?@/:@!I(?@&!-$+:<?#/&IP!,?:?@/:@!Q#$<+'(!<&0/>&#=!?:<!'0$I/:@!?!Q#$%&'(l!

4?'E! Q#$'&II! Q#$>/<&I! (E&! IQ&'/D/'! ?'(/>/(/&I! (E?(! E?>&!($! -&! Q&#D$#,&<!?:<! (E&! /:Q+(I! ?:<!
$+(Q+(I!(E?(!IE$+0<!-&!+I&<!$#!Q#$>/<&<K!"#/:'/Q0&I!?:<!(E&,&I!IE$+0<!-&!D$00$B&<!<+#/:@!?00!
(E&!Q#$%&'(!,?:?@&,&:(!Q#$'&II&IK!
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!
Figure 17: PRINCE2 seven processes 

!
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